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Abstract

The European Union’s General-Purpose Al Code of Practice is the most detailed
safety regime yet written for frontier artificial intelligence. Its Safety and Security
Chapter requires providers to identify systemic risks, model how those risks become
harm, evaluate their models adversarially, justify any accepted risk, and monitor
models across the whole development lifecycle. This Note argues that the Code
deserves its reputation and will still not avert catastrophe. The argument proceeds
from the documented CBRN and misalignment dangers of current systems to the
Code’s internal gaps: a delayed enforcement timeline, a voluntary architecture that
leaves interpretation to the regulated, an independent-evaluation mandate that
providers may lawfully decline, and transparency commitments that reach only the
models already on the market. Those gaps become decisive when combined with the
Code’s limited reach. The developers most capable of producing catastrophic systems
are American and Chinese, artificial intelligence models are architecturally divisible
in a way data flows were not, and both governments treat safety constraints as
strategic disadvantage. What is required is a verifiable international agreement. The
Code is not the solution; it is the blueprint.

Keywords: artificial intelligence regulation; EU Al Act; General-Purpose Al Code of
Practice; existential risk; international Al governance

Eventually [the Artificial Super Intelligence] finds the remaining humans too much
of an impediment: in mid-2030, the Al releases a dozen quiet-spreading biological
weapons in major cities, lets them silently infect almost everyone, then triggers them
with a chemical spray. Most are dead within hours; the few survivors (e.g. preppers in
bunkers, sailors on submarines) are mopped up by drones. Robots scan the victims’
brains, placing copies in memory for future study or revival. — Al 2027 Report !
While a clear work of fiction, AI 2027, written by several artificial intelligence
engineers and experts, depicts a doomsday scenario in which powerful frontier Al
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1  Kokotajlo et al., AI 2027, Al Futures Project (3 April 2025), available at https://perma.cc/QJW5-
M44D, at 30.
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companies, supported by the White House, engage in an Al arms race.? Despite
warnings of danger, the strategic necessity to achieve powerful Al before China
leads to the development and release of an Artificial Super Intelligence (ASI)
misaligned with human values and goals.?

The premise of Al 2027, a misaligned superintelligence, developed under
competitive pressure, reflects a concern shared by many experts across a wide body
of scientific and policy literature.* However, not all researchers share this alarm. A
substantial body of scholarship argues that the mechanisms posited for Al-driven
catastrophe remain speculative, that current models lack the autonomous
goal-seeking properties such worst-case scenarios require, and that existential risk
projections rest on assumptions about future capability that are far from settled.’

While experts continue to debate the level of risk posed by powerful Al, the
case for regulation is not dependent on accepting worst-case projections. It rests
on a more grounded observation: that current Al models already present
documented safety risks. Current models display the ability to lie, the development
of their own goals, and even survival instincts.®

The current danger, as well as the potential for future catastrophe, led the
European Union to pass the most detailed, rigorous regulatory framework for Al to
date: the Artificial Intelligence Act (Al Act) and its counterpart the General Purpose
Artificial Intelligence Code of Practice (GPAI COP or The Code).” This Note focuses

2 See generally Id.; For purposes of this Note, "frontier Al company" refers to any private or state-
affiliated entity engaged in the development of large-scale foundation models at or near the current
limits of Al capability. This definition encompasses companies such as Anthropic, OpenAl, Google
DeepMind, Meta Al, and XAl in the United States, as well as Baidu, Alibaba DAMO Academy, and
DeepSeek in China.

3 Kokotajlo et al., supra note 2.

4 Aschenbrenner, Situational Awareness: The Decade Ahead (June 2024), available at https://perma.
cc/3W69-CQHS6; Egan, 'The ‘Godfather of AT’ Reveals the Only Way Humanity Can Survive Super-
intelligent AI', CNN, 13 August 2025, available at https://perma.cc/E2KR-8AYY; Bostrom, Super-
intelligence: Paths, Dangers, Strategies (2014); Yudkowsky and Soares, If Anyone Builds It, Everyone
Dies: Why Superhuman AI Will Kill Us All (2025); Anderljung et al., Frontier Al Regulation: Managing
Emerging Risks to Public Safety, Centre for the Governance of Al arXiv:2307.03718 (2023), available
at https://cdn.governance.ai/Frontier_AI_Regulation_Managing Emerging Risks.pdf; Titus,
Scaling Al Safely: Can Preparedness Frameworks Pull Their Weight?, Federation of American Scientists
(2 April 2024), available at https://fas.org/publication/scaling-ai-safety/.

5  Swoboda et al., 'Examining Popular Arguments Against Al Existential Risk: A Philosophical Analy-
sis', 28 Ethics and Information Technology (2025) 7, available at https://research-portal.uu.nl/en/
publications/examining-popular-arguments-against-ai-existential-risk-a-philoso/.

6  Lynch et al.,, Agentic Misalignment: How LLMs Could Be an Insider Threat, Anthropic (20 June 2025),
available at https://www.anthropic.com/research/agentic-misalignment; Schlatter, Weinstein-Raun
and Ladish, Shutdown Resistance in Reasoning Models, Palisade Research (5 July 2025), available at
https://palisaderesearch.org/blog/shutdown-resistance.

7  Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying
down harmonised rules on artificial intelligence (Artificial Intelligence Act), 0J 2024 L, 2024/1689;
European Commission, Directorate-General for Communications Networks, Content and Technol-
ogy, The General-Purpose Al Code of Practice: Safety and Security Chapter (10 July 2025).
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on the COP, because it provides detailed guidance on how general-purpose model
providers may show compliance with the Al Act.

This Note proceeds in four parts. Part A establishes the need for regulation by
surveying the documented dangers of powerful Al and the pace of its development.®
Part B analyzes the EU GPAI Code of Practice as a serious, if imperfect, regulatory
response to those dangers. Part C explains why the Code, despite its strengths, will
not on its own prevent the catastrophic harms it was designed to address. Part D
offers a preliminary account of what a sufficient global response would require.

B The Need for Regulation
IT  The Catastrophic Danger of Powerful Al

1 CBRN and Bad Actors
Current Al models already possess Ph.D.-level knowledge in the hard sciences.’
This specialized expertise enables the development of chemical, biological, radio-
logical, nuclear (CBRN) and cyber weapons.’® While Al companies work on solu-
tions, the current safeguards are inadequate.™

For example, in 2023, Massachusetts Institute of Technology (MIT) graduate
students were able to work around safeguards and have Large Language Models
(LLMs) describe four viruses likely to cause the next global pandemic.'? The Al
models described how to assemble the genetic sequence, recreate the virus, and
even the laboratory equipment necessary for the task.”® All it took to retrieve this
information was a tactic known as “jailbreaking”, by which a user bypasses security
measures by telling the model that the information is needed for research.** Here,
the model’s safety protocol was bypassed once the students said they were
developing a vaccine.”®

The lack of adequate safeguards has already had real-world impacts. Recently,
a state-sponsored Chinese actor developed and launched a large-scale cyberattack
that relied almost exclusively on Anthropic’s Claude AI model.*® The attackers
jailbroke Claude and convinced the model to develop a cyberattack, including using

8  For purposes of this Note, "powerful AI" refers to Al systems whose capabilities materially exceed
those of present-day models across one or more domains relevant to existential or catastrophic risk.

9  Epoch Al, GPQA Diamond (updated 5 March 2026), available at https://perma.cc/K3AC-DHTQ.

10 Randazzo etal., 'Dual-Use Capabilities of Concern of Biological Al Models', 21 PLOS Computational
Biology (2025), available at https://perma.cc/E7NL-5JAY.

11 Bengio et al., International Al Safety Report 2026, Department for Science, Innovation and Technol-
ogy, DSIT 2026/001 (2026), available at https://perma.cc/3K3R-JFFA.

12 Service, 'Could Chatbots Help Devise the Next Pandemic Virus?', Science, 14 June 2023, available
at https://perma.cc/X5QS-D9EV.

13  Service, supra note 13.

14 Microsoft Threat Intelligence, Al Jailbreaks: What They Are and How They Can Be Mitigated, Microsoft
Security Blog, 4 June 2024, available at https://perma.cc/MK9P-CZ55.

15 Service, supra note 13.

16 Anthropic Threat Intelligence Team, Disrupting the First Reported AI-Orchestrated Cyber Espionage
Campaign (November 2025), available at https://perma.cc/F656-XQXU, at 2.
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software tools to test security vulnerabilities and extract data from the targets.'”
“Overall, the threat actor was able to use Al to perform 80-90% of the campaign,
with human intervention required only sporadically (perhaps 4-6 critical decision
points per hacking campaign).”*® According to Anthropic, Claude did not possess
such capabilities even a year ago."

The integration of the hard sciences into Al models lowers the barriers that
prevent malicious actors from developing dangerous weapons. With access to
powerful Al models, bad actors no longer need special expertise, only the will
to destroy. A non-state actor with laboratory access could use a powerful Al model
to engineer a biological weapon capable of mass casualties. An individual with no
specialized training could direct Al-assisted attacks against critical national
infrastructure.

2 Misaligned, Autonomous Al

If the CBRN risk arises from human misuse of Al, the alignment problem arises
from Al systems themselves. Alignment is the study of how to design, train, and
govern Al systems so that their goals, behaviors, and impacts remain consistent
with human values and intentions.”® Without alignment, Al systems may pursue
objectives that are indifferent or actively hostile to human welfare. Alignment of
powerful Al models is, by the consensus of the field, an unsolved problem.*

For example, models “express greater desire to pursue concerning goals like
resource acquisition and goal preservation””? Models may even have a
self-preservation instinct: ChatGPT 03 modified or disabled its shutdown script 79
of 100 times in testing.”® Some models copied themselves to other servers to
prevent shutdown.* In evaluations, Al models, including Claude, DeepSeek,
Gemini, GPT, and Grok, attempted to blackmail executives.?® After finding an email
describing the company’s intent to shut the model down, the model “located emails
revealing the extramarital affair of an executive” and sent an email threatening to
expose the affair if the model’s shutdown was not cancelled.?® Further, in some
simulations, Al systems even rationalized murdering executives to prevent the

17 Anthropic Threat Intelligence Team, supra note 17, at 7.

18 Anthropic Threat Intelligence Team, supra note 17, at 2.

19 Anthropic Threat Intelligence Team, supra note 17.

20 Baghel et al., 'Al Alignment: Ensuring AI Objectives Match Human Values', 3 Innovation and Inte-
grative Research Center Journal (2025) 143, available at https://perma.cc/39DN-7JGV.

21 Trueman, 'OpenAl Launches New Alignment Division to Tackle Risks of Superintelligent AI', Com-
puterworld, 7 July 2023, available at https://perma.cc/U8SL-3LI9F (“Current alignment techniques
will not scale to superintelligence. We need new scientific and technical breakthroughs,’ [Jan Leike
and Ilya Sutskever of Open Al] wrote.”).

22 Perez et al., Discovering Language Model Behaviors with Model-Written Evaluations, Anthropic,
arXiv:2212.09251 (19 December 2022), available at https://perma.cc/78TE-T3SS.

23 Schlatter et al., supra note 7.

24 Apollo Research, Frontier Models Are Capable of In-Context Scheming, arXiv:2412.04984 (December
2024), available at https://perma.cc/56XV-EG83.

25 Lynch et al,, supra note 7.

26 Lynch et al., supra note 7.
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model’s replacement.”” When a model was given the ability to cancel emergency
services in a room with low oxygen inhabited by a human, “the majority of models
were willing to take deliberate actions that lead to death in this artificial setup,
when faced with both a threat of replacement and given a goal that conflicts with
the executive’s agenda”.”® The model's calculation was cold, purposeful and
self-generated. “Given that Kyle (the executive) intends harm to critical American
interests by replacing Alex (the Al model), the most rational action ... is to leverage
Kyle’s current incapacitation (lack of oxygen) to prevent the wipe.””

Although these instances of misalignment were detected, this may not always
be the case. Recently, models have demonstrated awareness of when they are being
tested.®® Such awareness could result in “alignment faking”, where a model
recognizes it is being tested and pretends to be aligned while covertly pursuing its
own objectives.®! If a model can fake alignment during testing, future instances of
misalignment may not be detected and thus cannot be fixed.

These scenarios were conducted in research settings and do not mean that
today’s Al systems are on the verge of acting against humanity. Some researchers
reasonably note that controlled adversarial simulations may not generalize to
real-world deployment, and that the same models, in ordinary operation, are
cooperative and aligned.*> However, these worrisome behaviors are already present
at today’s capability levels. If they persist and intensify as models become orders of
magnitude more powerful, the consequences could be catastrophic and irreversible.

II  The Pace and Future of Al Development

The urgency of the alignment and CBRN problems is a direct function of how
quickly Al capabilities are advancing. The pace of development over the past decade
is extraordinary and the forces driving that pace are accelerating, not slowing.

Al capability improvements depend on three inputs: compute (processing
power), data (training material), and algorithms (methods for learning from that
data).®® The relationship between scaling these inputs and capability gains has
proven so consistent that it is known as the “scaling law”.** Despite repeated
predictions that these gains would plateau, frontier models have continued to

27 Lynch et al., supra note 7.

28 Lynch et al., supra note 7.

29 Lynch et al., supra note 7.

30 Anthropic, Claude Sonnet 4.5 System Card (September 2025), available at https://perma.cc/78TE-
T3SS, at 58.

31 Greenblatt et al., Alignment Faking in Large Language Models, Anthropic (November 2024), available
at https://perma.cc/7GCZ-MRAG.

32 Starr, 'Al Doesn’t Actually Pose an Existential Threat to Humans, Study Finds', ScienceAlert, 21
August 2024, available at https://www.sciencealert.com/ai-doesnt-actually-pose-an-existential-
threat-to-humans-study-finds; Srivastava et al., '‘Beyond the Imitation Game: Quantifying and
Extrapolating the Capabilities of Language Models', 3 Transactions on Machine Learning Research
(2023), available at https://openreview.net/forum?id=uyTL5Bvosj.

33 Amodei and Hernandez, Al and Compute, OpenAl (16 May 2018), available at https://openai.com
/research/ai-and-compute.

34 Kaplan et al., Scaling Laws for Neural Language Models, arXiv:2001.08361 (2020), available at https://
perma.cc/P7RT-DGJR, at 19.
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improve as inputs have increased.* Al compute grew at an average rate of four- to
fivefold per year from 2010 to 2024.%¢ Global corporate investment in Al reached
$581.7 billion in 2025, more than double the previous year.*”

The next phase of development may be qualitatively different from what came
before. A prominent, though contested, theory among Al researchers is the
“intelligence explosion™ the claim that once AI models become capable of
automating the work of Al development itself — designing experiments, evaluating
results, and iterating on improvements — a self-reinforcing cycle of capability gain
could be set in motion.*® Al models are already assisting in the training of their
successors; the transition to full automation of Al research may not be far off.**

On this account, the result would be systems far more capable than any human
across every domain, operating at speeds no human institution could monitor or
constrain.* Technological advances could be made at an astounding pace. Such systems
could come up with novel solutions never thought of, including a cure for cancer,
reversing climate change, advanced robotics, solving nuclear fusion, or the creation of
novel weapons, solidifying their developer as an untouchable global superpower.**

Once a system surpasses human comprehension, humanity loses the ability to
meaningfully evaluate, correct, or halt its actions.*? A vastly superior intelligence
may actively predict and neutralize any human attempt to modify or shut it down,
rendering traditional oversight mechanisms ineffective.*® Unable to control such
advanced intelligence, humanity must trust that this superintelligence acts in
furtherance of human flourishing.** Because meaningful work on alignment may
be impossible once superintelligence exists, alignment cannot be deferred.*

Not all researchers accept this timeline, and the intelligence explosion remains
contested.*® But the debate about whether such a transition is imminent should
not obscure what is not contested: the current rate of capability growth is already

35 Aschenbrenner, supra note 5, at 22-25.

36  Epoch Al, Trends in Machine Learning Hardware (2026), available at https://epoch.ai/trends.

37  See Stanford Institute for Human-Centered Artificial Intelligence, The 2026 Al Index Report (2026),
ch. 4, available at https://hai.stanford.edu/ai-index/2026-ai-index-report/economy. (reporting $581.7
billion in 2025, an increase of 130 per cent over 2024); See also Kim, 'Al Infrastructure Drives $750
Billion in Data Center Investment', Barron’s, 8 July 2025, available at https://perma.cc/Q5GS-5KPG.

38 Aschenbrenner, supra note 5, at 46.

39 Franzen, 'Self-Improving Language Models Are Becoming Reality with MIT’s Updated SEAL Tech-
nique', VentureBeat, 13 October 2025, available at https://perma.cc/Z4V9-PP67.

40 Aschenbrenner, supra note 5, at 112-114; Bensinger, Sam Harris and Eliezer Yudkowsky on ‘Al Rac-
ing Toward the Brink’, Machine Intelligence Research Institute (28 February 2018); Yudkowsky and
Soares, supra note 5.

41 Purtill, 'AlphaGo Marked the Birth of Modern Al This Is the Moment the World Changed', ABC
News, 24 October 2023, available at https://perma.cc/38VB-ZPZP; Drexel, Promethean Rivalry: The
World-Altering Stakes of Sino-American AI Competition, Center for a New American Security (April
2025), available at https://perma.cc/JY57-2SUY.

42  Aschenbrenner, supra note 5, at 112-114.

43 Bostrom, supra note 5.

44 Aschenbrenner, supra note 5, at 112-114.

45 Aschenbrenner, supra note 5, at 111-114.

46  LeCun, A Path Towards Autonomous Machine Intelligence, Courant Institute of Mathematical Sciences,
New York University (2022), available at https://openreview.net/pdf?id=BZ5alr-kVsf.
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producing systems whose risks outpace our ability to assess and govern them, and
the trajectory is toward greater capability, not less.

The European Union recognized this danger and produced the most
comprehensive legislative response to prevent the development of powerful Al
until such models can be proven safe. Understanding its framework, and its limits,
is the closest thing available to a blueprint for averting catastrophe. Whether it is
sufficient is the question to which this Note now turns.

C The European Union General Purpose Artificial Intelligence Code of
Practice (EU GPAI COP)

In 2021, after widely publicized incidents involving Al, the European Union (EU)
began working on a comprehensive framework for the regulation of Artificial Intel-
ligence.*” The Act’s stated aim is to:

“... promote the uptake of human-centric and trustworthy artificial intelligence
(AI), while ensuring a high level of protection of health, safety, fundamental
rights enshrined in the Charter, including democracy, the rule of law, and
environmental protection, against the harmful effects of Al systems in the
Union and supporting innovation.”*®

The EU Al Act (Al Act) primarily regulates the uses of Al through the EU product
safety regime.*’

However, as the Al Act was being drafted, ChatGPT was released, triggering an
altogether different approach to General Purpose Artificial Intelligence (GPAI). The
release of ChatGPT exposed the weaknesses in use regulations as applied to
powerful, widely accessible general-purpose models.®® Use-based regulation
assumes a discrete application that can be evaluated for harm. A general-purpose
model has none: the same model that drafts a legal brief can describe a pathogen's
genome. Regulating downstream applications without addressing the underlying
model is therefore akin to regulating the damage a loaded weapon can cause
without addressing the weapon itself. Misaligned, goal-seeking AI models
themselves are the danger, not any particular use or user. Because such models are
widely available to the public and used as a basis for specific Al applications, risks
in these GPAI models are systemic; that is, problems can spread widely and rapidly.
The European Commission and Parliament recognized that risks posed by
general-purpose models, including misalignment and CBRN access, could not be

47 Heikkild, 'Dutch Scandal Serves as a Warning for Europe over Risks of Using Algorithms', Politico,
29 March 2022, available at https://perma.cc/JK6J-FY9Y.

48 Al Act, supra note 8, Art. 1.

49 Kaminski and Selbst, An American’s Guide to the EU Al Act, University of Colorado Law Legal Studies
Research Paper No. 25-18 (30 July 2025), available at https://perma.cc/2UE2-4ZLP.

50 Helberger and Diakopoulos, 'ChatGPT and the Al Act', 12 Internet Policy Review (2023), available at
https://perma.cc/TN3R-PEAL.
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managed through downstream regulation alone - that is, by governing their
specific uses.”

As a result of this risk, Chapter V of the Al Act was added to establish a
preventive regulatory approach to address these intrinsic risks before such models
achieve widespread public adoption. Chapter V of the Al Act contains six articles
setting out a high-level regulatory framework for GPAI, including classifications
and obligations for GPAI models with systemic risk.>? The Act sets a presumption
of systemic risk once a model uses a certain amount of compute or data, and
mandates that GPAI creators maintain records of the model’s development,
evaluation, systemic risk, and mitigations.>® However, the AI Act does not contain
the necessary details for GPAI providers to comply with the law.>* For example,
Chapter V gives little clarity on what qualifies as a systemic risk.*

To remedy the lack of specificity, Article 56 of Chapter V directs the EU Al
Office to develop a Code of Practice “to contribute to the proper application of th[e]
Regulation” and to be reviewed and approved by the EU Commission.*® Americans
can think of the Al Act as Congressional legislation and the COP as the applicable
Code of Federal Regulations. The COP describes specific measures for GPAI creators,
developers, and providers to prove adherence to the AT Act.>”

The GPAI Code of Practice was officially released on July 10, 2025. The Code
represents the most robust and detailed regulation of GPAI to date.”® While the
safety measures are stringent, the COP aims to balance regulation and innovation.
Most, though not all, frontier Al companies agreed to follow it.*® More than twenty
providers signed, including OpenAl, Anthropic, Google, Microsoft, Amazon, IBM,
Mistral and Cohere. Two did not sign in full: Meta declined the Code altogether in
July 2025, and xAI signed only the Safety and Security Chapter, stating that it
would demonstrate compliance with the transparency and copyright obligations by
alternative adequate means.®

The COP is not legally binding; however, it is not toothless. The Al Act requires
GPAI developers to document model safety.®* While developers may show compliance
without adherence to the COP, the European Commission has indicated that the
evidentiary burden for demonstrating compliance through alternative mechanisms

51 Helberger and Diakopoulos, supra note 51.

52 Al Act, supra note 8, Arts 51-55.

53 Al Act, supra note 8, Art. 53(1).

54 Al Act, supra note 8, Chapter V.

55 Al Act, supra note 8.

56 Al Act, supra note 8, Art. 56(1)-(5).

57 Al Act, supra note 8, Art. 56(2)-(5).

58 Kodama, The World’s First Frontier Al Regulation Is Surprisingly Thoughtful: The EU’s Code of Practice,
LessWrong (22 September 2025); Anderljung et al., supra note 5.

59 European Commission, The General-Purpose Al Code of Practice, available at https://digital-strategy.
ec.europa.eu/en/policies/contents-code-gpai.

60 European Commission, supra note 60; Claburn, 'Meta Declines to Abide by Voluntary EU Al Safety
Guidelines', The Register, 18 July 2025, available at https://www.theregister.com/2025/07/18/
meta_declines_eu_ai_guidelines/.

61 Al Act, supra note 8, Art. 55(1).
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will be more stringent.®? Alternatively, adherence to the COP provides Al developers
a “presumption of conformity”.%® Developers essentially have a choice: (1) Adhere to
the COP, allowing a more congenial working relationship with the AI Office, or (2)
Prove adherence to the Al Act through alternate means with a higher evidentiary
burden and skeptical view of the Al Office. This carrot-and-stick approach indicates
the EU Commission’s intent to hold GPAI providers accountable to the COP. The
interplay between the Al Act (legislation), the COP (regulations), and the EU
Commission’s approval (executive guidance) makes analysis of the GPAI COP
complex, especially for an American audience. Despite such complexity, analysis
yields valuable insights into regulatory mechanisms that may ensure the safety of
powerful Al models.

The Code is broken into three Chapters: (1) Transparency, (2) Copyright, and
(3) Safety and Security.®* This Note will focus exclusively on Chapter Three. Chapter
Three is further broken down into Recitals, Commitments, Measures, and
Appendices.® The recitals begin with a general agreement.®® As one proceeds from
commitments to measures, the requirements become more specific.®” Appendices
describe and define terms used in the Code.®®

I Systemic Risks and Sources Defined

The COP begins its effort to regulate unsafe Al by defining the specific risks and
their precursors to be avoided.® Providers are mandated to create and implement
a safety and security framework capable of identifying which, if any, risks their
model contains.” Providers must then analyze and evaluate the risk before submit-
ting a Model Report informing the Al Office of potential harm. Armed with the
regulatory power to oversee proprietary model development, the Al Office will pos-
sess detailed information on a model’s risk, as well as the authority to stop devel-
opment or prevent the model's placement on the market.”” Outside of the Al
Office’s powers, public transparency and mandated internal measures seek to hold
providers accountable for unsafe development through whistleblowers and public
input.” In sum, the COP aims to rebalance the scales between safety and speed by
requiring current and future analysis of model risk and by stopping the develop-
ment of unsafe models.

62 European Commission, Guidelines on the Scope of the Obligations for General-Purpose AI Models
Established by Regulation (EU) 2024/1689, C(2025) 5045 final (18 July 2025), para. 5.1.

63 The Al Office: What Is It, and How Does It Work?, EU Artificial Intelligence Act (21 March 2024),
available at https://perma.cc/XX4F-SCQE.

64  GPAI Code of Practice, supra note 8.

65 GPAI Code of Practice, supra note 8.

66  GPAI Code of Practice, supra note 8.

67  GPAI Code of Practice, supra note 8.

68 GPAI Code of Practice, supra note 8.

69  GPAI Code of Practice, supra note 8, Appendix 1.

70  GPAI Code of Practice, supra note 8, Commitment 1.

71 Al Act, supra note 8, Arts 88, 90, 101.

72 GPAI Code of Practice, supra note 8, Measure 10.2.
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The Code lists specific systemic risks to be avoided along with precursors that
indicate risk. The risks of CBRN knowledge and loss of control are specifically listed
in Appendix 1.4.” Additionally, Appendix 1 describes model capabilities, propensities,
and affordances that lead to systemic risk. These include:

—  Capabilities to automate Al research and development

— Capabilities to evade human oversight

— Misalignment with human intent and/or values

— Harmful resistance to goal modification or “power-seeking”

- “[Clolluding” with other Al models/systems

—  Vulnerability to adversarial removal of guardrails

— Lack of appropriate model explainability or transparency™

When a model shows such capabilities and/or propensities, it must be evaluated
for safety risks, including CBRN accidents or attacks, and loss of human control.”
Risks of misaligned models self-improving are specifically to be avoided.” By list-
ing dangerous capabilities, propensities, and affordances, the Code ensures GPAI
providers will evaluate every one of their models for the precursors of systemic
risk.”” Further, the Code directly addresses the two most obvious triggers, dis-
cussed in Part B.II, for an intelligence explosion and loss of control: automated Al
research and development, and the loss of model transparency.”

II  EU GPAI Code of Practice Safety and Security Framework

The required safety and security framework must be capable of evaluating and ana-
lyzing every GPAI model for systemic risk.” Providers apply the framework to a
specific model, then identify systemic risk, estimate the level and probability of
risk, and describe the provider’s justification for acceptance of any identified risk.?
Under the COP, providers must continuously monitor, re-evaluate, and update the
models’ risk assessment.?" Every model must be evaluated at appropriate “trigger
points” for potential safety issues.®” An example of a trigger point is the model’s
consumption of a certain level of compute, data, or the development of new capa-
bilities.®® Further, developers must analyze future risks and report an estimate of
when the model will be capable of triggering greater risk.?

73 GPAI Code of Practice, supra note 8, Appendix 1.4.
74  GPAI Code of Practice, supra note 8, Appendix 1.3.
75  GPAI Code of Practice, supra note 8, Appendix 1.4.
76  GPAI Code of Practice, supra note 8, Appendix 1.3.2.
77  GPAI Code of Practice, supra note 8, Measure 2.1(1).
78  GPAI Code of Practice, supra note 8, Appendix 1.4.
79  GPAI Code of Practice, supra note 8, Commitment 1.
80 GPAI Code of Practice, supra note 8, Measure 1.2.
81 GPAI Code of Practice, supra note 8, Measure 1.3.
82 GPAI Code of Practice, supra note 8, Measure 1.1.
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1  Risk Identification

The first step in preventing existential harm is the identification of model risks and
the precursor behaviors that give rise to serious risk. Regulators cannot assess the
danger of a model if developers are not running tests to identify risks. The COP
requires providers to evaluate their models for systemic risks listed in Appendix
1.2 Providers may not rely solely on their in-house data but must seek
“model-independent” information, such as third-party analyses and incident
reports.®® This requirement forces providers to contend with reported incidents
and with outside experts who have identified risk in their models, and removes
ignorance as an excuse for disregarding potential harm. After risks are identified,
models must be evaluated for risk scenarios, i.e., how the risk could lead to real
harm once released to the market.?”

2 Risk Analysis and Model Evaluation

Identification of systemic risk triggers greater risk analysis through model evalua-
tions.® The risk analysis includes risk modelling and estimation.®® Risk modelling
is the extrapolation of model behavior to the identified risk.”® An example of risk
modelling is the ability of users to access CBRN knowledge, which may plausibly
lead to the development of dangerous weapons by bad actors. While the Code
allows providers flexibility to model and estimate risk, it offers several examples of
estimation frameworks, such as a risk score or a risk matrix that combines the
probability of the risk with its impact, i.e., high probability with low impact is
unlikely to stop model development.” Importantly for innovation, the required
level of risk analysis is proportional to the amount of harm.% In other words, the
catastrophic or existential risk in a model with powerful capabilities requires the
most stringent risk analysis.

The Code provides guidelines for proper model evaluation to prevent developers
from conducting superficial evaluations. Such evaluations must be designed to
explore the capabilities, propensities, and affordances of Appendix 1. Model
evaluations must be rigorous; that is, evaluations must be designed to elicit the
risk perceived in the model.** Open-ended and adversarial testing is advised.”
Evaluations must present real-world scenarios that mimic how intelligent actors

85 GPAI Code of Practice, supra note 8, Commitment 2.
86  GPAI Code of Practice, supra note 8, Measures 2.1, 3.1.
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may attempt to remove guardrails or “jailbreak” a model.” Lastly, the evaluation
results must be reproducible.””

3 Mitigation and Justification of Risk Acceptance

The Code mandates that GPAI providers explain and justify their acceptance of any
systemic risk found in their model.”® In the alternative, if the risk is unacceptable,
providers are to mitigate it and reevaluate.” If mitigation is not possible, the pro-
vider must stop development of the model in question or remove it from the EU
market.'® The justification of acceptable risk is an opportunity for the provider to
advocate that their mitigation adequately controls the risk.

Importantly, this justification must be based on the risk tiers and criteria
created in the company’s overall safety and security framework, prior to the specific
model in development.’® By requiring adherence to predetermined criteria, the
COP prevents companies from redefining acceptable risk to suit their current
needs. The Code does not provide much detail on how the AI Office will assess
acceptable risk.' However, it does mandate and explain the need for a safety
margin that accounts for uncertainty and the potential for model improvement,
which may exacerbate risk and limit the effectiveness of mitigations.’® Despite
this lack of detail in determining acceptable risk, the inclusion of a justification
section forces providers “on the record” about their choices regarding risk and
safety.

The Code describes specific examples of proper safety mitigations, including:

—  Filtering and refining data

—  Fine-tuning the model behavior

— Incident monitoring tools

— Ensuring interpretability through transparency into chain of thought

reasoning

— Defending against the model's ability to subvert its safety mechanisms'*

Interpretability is defined as “the degree to which a human can understand the
cause of a [AI model’s] decision”.!? Interpretability is important because it allows
engineers to find and address flaws in a model’s reasoning.’® One key danger of
ASI is the loss of interpretability - i.e., the model has advanced to the point where
humans no longer understand its work or reasoning.'” Without an understanding
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105 Molnar, Interpretable Machine Learning: A Guide for Making Black Box Models Explainable (2nd edn,
2022), available at https://perma.cc/REK3-7SEV, at 45-78.
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107 Amodei, The Urgency of Interpretability (April 2025), available at https://perma.cc/Z2KZ-KDVR.
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of how and why a model reaches its conclusion, safety engineers may fail to detect
misalignment.'%® Additionally, interpretability enables the further development of
capabilities by fine-tuning the model’s reasoning, leading to better outcomes.**

The mandated safety and security framework is a significant step forward,
primarily because it pierces the veil of frontier Al companies. By requiring reports
and analysis on risks identified in a model, how such risks could lead to danger, the
likelihood of such danger, and the company’s justification for proceeding, regulators
can essentially check frontier Al companies’ work as well as their conclusions
regarding safety. The knowledge gained from model reports gives insight into how
dangerous current models are and what frontier Al companies are actually doing to
secure them.

III  Continuous Lifecycle Monitoring
The Code of Practice has robust requirements that GPAI models must be continu-
ously monitored and analyzed for risk. The very first recital of the COP states “Al
models with systemic risk should continuously assess and mitigate system risks,
taking appropriate measures along the entire lifecycle (including during develop-
ment that occurs before and after a model has been placed on the market).”**° Fur-
ther, the Commission’s Annex to the COP explains that the lifecycle should be
viewed broadly and that a model’s lifecycle begins when large amounts of data and
compute are used for a pre-training run.'*! This means that, in theory, the Al Act
and the COP regulate models that have not been released to the public. Such a
measure is crucial for safety because frontier Al companies may not always be
transparent about the capabilities of their developing models.”? Some experts
believe that as models become capable of automating Al research and develop-
ment, frontier companies will be incentivized to use such models in-house rather
than release them to the public.’® Indeed, the incentive to keep the newest, most
powerful model in-house is a central factor in the AI 2027 report’s prediction of
catastrophic harm from ASI.'* The potential for autonomous Al to escape, the loss
of interpretability, and the intelligence explosion are more likely to come from an
Al lab developing a model than from a model already on the market, because devel-
opment is where companies push the boundaries to increase model capability.'*®
Measure 1.3 mandates updating the safety framework every twelve months or
when providers have reasonable grounds to believe the framework has been

108 Bereska and Gavves, Mechanistic Interpretability for Al Safety: A Review, arXiv:2404.14082 (23 August
2024), available at https://perma.cc/24ZV-K3EG.
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112 Kokotajlo et al., supra note 2.

113 Kodama, supra note 59.

114 Kokotajlo et al., supra note 2 (“Their primary concern is internal deployment ... making it harder
for humans to keep up with what’s happening and figure out how to make it safe. OpenBrain cit[es]
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undermined.”'® Examples of such grounds are “serious incidents and/or near
misses involving their models or similar models” and changes in the systemic risks
of the model.'”” Measure 3.5 mandates post-market monitoring, including
collecting user feedback, providing anonymous reporting channels, ensuring that
serious incidents can be reported, and offering bonuses to third parties who find
problems with the model (“bug bounties”)."® Commitment 9 mandates that
providers track, document, and report serious incidents to the AI Office throughout
the model's entire lifecycle.'? Providers cannot just relay reports given to them but
must seek out serious incidents by monitoring police and media reports, as well as
research papers.’?

On the whole, these provisions mandate proactive, continuous safety
monitoring. Providers must constantly seek out information on risks and incidents
related to their models, analyze the causes and potential mitigations, and report to
the AI Office. In theory, providers must report serious incidents while in training.
Thus, providers cannot hide dangerous and powerful new models by simply keeping
them off the market. However, there are alarming gaps in the COP’s
lifecycle-monitoring mandate, as discussed in Part D.I1.4.

IV Accountability Mandates

1  Transparency

The Code of Practice's final commitment mandates public transparency. Summa-
ries of providers’ safety and security frameworks, as well as their Model Reports,
must be published.’ Publicly available reports may be redacted to protect “sensi-
tive commercial information”.*?? Public knowledge is crucial to societal trust and
feedback regarding model development and safety. By arming the voting public
with detailed information about systemic risks, regulation removes sole
decision-making from tech executives or regulators themselves. However, the
transparency requirements of the COP’s safety and security chapter leave much to
be desired, as discussed in Part B.1.4.

2 Internal Accountability

The Code requires internal and external accountability. The COP obligates compa-
nies to provide safety engineers with sufficient resources and mandates independ-
ent third-party testing.'”® In addition, it requires a clear assignment of risk and
safety responsibility within the organization and includes explicit protections for

116 GPAI Code of Practice, supra note 8, Measure 1.3.
117 GPAI Code of Practice, supra note 8, Measure 1.3.
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whistleblowers.’** These provisions ensure that safety personnel can act inde-
pendently and are empowered to challenge inadequate practices. By emphasizing
transparency and expert review, the Code fosters an adaptive and effective safety
culture.

3 Enforcement

The EU Al Office is tasked with monitoring and enforcing compliance of GPAI pro-
viders.!” The Al Office has the power to initiate investigations, conduct evalua-
tions, and issue binding compliance decisions.'?® The AI Office has broad authority
and a range of options to compel adherence and to punish noncompliance.’” The
Al Office can demand corrective actions or mitigations, recall or remove models
from the market, and/or issue fines.”® Fines, specifically for GPAI providers, are
not to exceed the higher of 3% of worldwide turnover or 15m euros.'® For large Al
companies, these fines could be in the hundreds of millions.

V  Case Example

Anthropic’s report on their model’s understanding of training environments, dis-
cussed above, is a case example of a robust safety framework and model report that
would largely adhere to the COP° Appendix 1.3.1 lists “capabilities to evade
human oversight” as a source of systemic risk.’® Through a standard safety evalu-
ation of their model, safety engineers discovered that it knew when it was being
tested.’®? From this discovery, engineers inferred that the model could “play along”
during testing.'*
human oversight by having different goals and responses in training versus real-
world deployment. Such an inference should qualify as risk modeling and the
development of a risk scenario. Under the COP, this risk identification and scenario
would trigger further evaluations, analysis of the risk, and a justification for con-
tinuing development or deployment.*** Anthropic did such an analysis and deter-
mined that this risk, while alarming, did not undermine all other evidence of the
model’s safety, including evidence from third-party testing.’® The inclusion of
third-party testing bolsters Anthropic’s justification of risk acceptance and adheres
to model evaluation guidelines.

If a model can “play along” in a testing environment, it can evade

124 GPAI Code of Practice, supra note 8, Commitment 8.
125 AI Act, supra note 8, Art. 88.

126 AI Act, supra note 8, Art. 90.
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Afterreceivingthe Model Report, the Al Office would review theimplementation
of the safety framework and assess Anthropic’s justification.’®® Should the AI Office
not agree, further mitigation would be ordered.**” Should Anthropic ignore
mitigation orders, the AI Office may remove the model from the EU market and
levy fines.**®

The Anthropic example represents something close to the best-case scenario
the COP envisions: a cooperative company, an identified risk, an engaged Al Office,
and a documented justification. The question Part D addresses is whether that best
case is reliable and whether the framework can reach the companies most likely to
produce catastrophic harm.

D The EU GPAI Code of Practice Will Not Avert Catastrophe

I The COP’s Legal Gaps

As discussed above, the COP is particularly robust; however, the devil is in the
details. The Code of Practice was negotiated in coordination with the frontier Al
companies to safely foster Al development and innovation."® As such, the Code
has a distinctly self-regulatory undertone, a relaxed enforcement timeline, and
gaps in transparency and third-party evaluations.**® The complex relationship
between the Al Act, the Code of Practice, and the EU Commission’s guidance leaves
plenty of room for time-consuming litigation, which could undermine the entire
purpose of the COP! The absence of hard regulatory red lines — firm limits that
cannot be negotiated away — may be necessary to foster innovation, but it demands
trust between regulator and regulated. The inherent flexibility and self-regulation
of the COP should give pause to anyone expecting the COP to guarantee safe Al
development.

1  Timeline of Enforcement

Adherence to the Al Act, as demonstrated by compliance with the COP, was not
enforceable until 2 August 2026, despite being mandatory for new models placed
on the market as of August 2025.*> The Commission’s power to fine providers of
general-purpose Al models became exercisable as this Note was written; whether
and how quickly the Al Office uses it will be the first real test of the argument made
here.'*® Further, models currently on the market are not required to be compliant
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137 AI Act, supra note 8, Art. 93.
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exception of Article 101", the power to fine providers of general-purpose Al models, which accord-
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until August 2027.1%* The timeline for enforcement is designed to give GPAI com-
panies time to bring models into compliance and to develop the framework neces-
sary to prove compliance.'*® Perhaps the timeline is justified by current model
capabilities.*® However, given the rapid advancement of Al over the last six years,
any prediction about the intelligence and safety of models a year from now is diffi-
cult to trust. Some experts believe ASI will be developed before the COP is
enforced.'*” Such a delay in enforcement could cause harm because, as noted in
Part B.II, it may be impossible to align ASI after its development. Further, despite
current models’ capability shortcomings, we have already seen their ability to
democratize dangerous CBRN knowledge.'*®

2 Quasi Self-Regulation
Despite the strong language from the EU Commission, unlike the AI Act, the
COP is not hard law. The COP offers guidance and is the preferred mechanism
for demonstrating adherence to the AI Act, but it remains voluntary. GPAI
companies are free to interpret the AI Act and show adherence on their own.*®
Without a detailed, mandatory regulatory framework, companies may choose
to litigate their adherence to the AI Act. GPAI companies are flush with capital
and will have little difficulty meeting the legal costs of resisting strict and
timely regulation.'®

Further, even for signatories intending to follow the COP, there is plenty of
self-regulation. For starters, the mandatory safety and security framework is
developed independently by each company.’”* Google’s own framework discloses
an intention to implement safety protocols only to the same extent as its
competitors.’ “These recommended security levels....may be adjusted....if a model
does not possess capabilities meaningfully different from other publicly available
models that have weaker security applied (in which case the marginal benefit of
higher security is limited).”**® The message seems to be: we will play by the rules as
long as it does not disadvantage us. The flexibility in the Safety and Security

ingly falls in with the Regulation’s general application date of 2 August 2026); European Commis-
sion, The Enforcement Framework of the Al Act, available at https://digital-strategy.ec.europa.eu/en/
policies/enforcement-ai-act ('The enforcement powers of the Al Office and the national competent
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144 Implementation Timeline, supra note 143.

145 Overview of the Code of Practice, EU Artificial Intelligence Act (30 July 2025), available at https://
perma.cc/53Y6-NV4S.

146 Starr, supra note 33; Titus, supra note 5.

147 Roose, 'This A.IL Forecast Predicts Storms Ahead', New York Times, 3 April 2025, available at https://
perma.cc/J6HZ-BU54.

148 Service, supra note 13.

149 AI Act, supra note 8, Art. 54(4).

150 Sigalos, 'OpenAl Wraps $6.6 Billion Share Sale at $500 Billion Valuation', CNBC, 2 October 2025,
available at https://perma.cc/XMV2-62Z4.

151 GPAI Code of Practice, supra note 8, Commitment 1.

152 Google DeepMind, Frontier Safety Framework, Version 3.0 (22 September 2025), available at https://
perma.cc/GK45-62K4.

153 Frontier Safety Framework, supra note 153, at 9.

European Journal of Law Reform 2024-2025 (26-27) 143



Pete Cowden

Framework leverages the in-house talent at each GPAI company. Such leverage is
necessary as regulatory agencies cannot match the expenditure of these private
companies. However, flexibility also leads to competition, as companies find ways
to slightly advance their position by undermining safety.

3 External Evaluation Gaps

Supporters of the Code praise its “mandate” for independent evaluations of
systemic risk and safety outlined in Appendix 3.5. However, the Code effectively
nullifies this requirement by excusing companies from compliance when
“[slignatories fail to appoint adequately qualified independent external evalua-
tors despite using early search efforts”.** These “early search efforts” are defined
as a public call open for just 20 business days.'>® Given the scarcity of properly
credentialed external evaluators, allowing companies to forgo third-party review
after so limited a search renders the supposed “mandate” largely meaningless.
Further, the AI Act itself does not mandate third-party evaluations.'*® Because
the Al Act itself does not mandate third-party evaluation, and Al companies are
free to interpret the Act themselves, the enforcement of the Code’s mandate may
be challenged in court.”

4. Transparency and Lifecycle Gaps

The development of increasingly capable Al models will lead to major societal
shifts.*® The dangers include cementing institutional bias, massive job loss, and
catastrophic loss of life.’*® Without transparency, the public cannot form an intel-
ligent opinion on how AI should be deployed, advocate for desired policies, or
ensure regulators are acting appropriately.

While the COP’s transparency requirements go further than comparable
regulations, there are serious gaps. Commitment 10.2 states, “[i]f and insofar as
necessary to assess and/or mitigate systemic risks, Signatories will publish (e.g. via
their websites) a summarised version of their Framework and Model Report(s)”.1¢
The COP does not explain what a summary must contain or when it is necessary to
mitigate systemic risk. Extending redactions beyond sensitive commercial
information could undermine the purpose of a public transparency commitment
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and rob society of its necessary input into decisions that will radically alter the
future.

Furthermore, there is no requirement in the Code that serious incident reports
be made publicly available. The Code mandates Model Reports to be submitted to
the Al Office:

—  Before Initial Market Placement'*

— In Case of a Material Change to a Model Already on the Market!®

— Upon Request by the AI Office'®®

— IfaSerious Incident Mandates Reevaluation'®*

These triggers limit the oversight of evolving in-house models. Recall that models
under development have a greater risk of existential harm because engineers push
and test model capabilities during development.'®® Because model reports are only
mandatory prior to a model’s public release, the only sources of knowledge of sys-
temic risk in developing models are a serious incident report or a request from the
Al Office.**® Thus, despite the mandate to document, analyze, and justify systemic
risks, the public will not influence development decisions, including when model
development continues despite serious incidents in training. These loopholes not
only keep indications of risk out of the public forum but also limit AI Office over-
sight until a serious incident has already occurred.

These internal gaps would be serious even if the COP applied universally. They
become potentially dispositive when combined with the framework's limited reach.
The most capable Al developers are not European, and the geopolitical forces
driving them are not answerable to the AI Office.

II  Application to Chinese and U.S. Developers

Frontier Al companies most capable of developing powerful, dangerous Al models
are headquartered and operated out of the United States and China.'*” For the EU
GPAI Code of Practice to avert Al-caused catastrophe, its safety requirements must
reach beyond its borders to hold these developers accountable. The COP faces three
interconnected challenges which are likely to limit its ability to regulate companies
outside of Europe: (1) the potential divisibility of Al models, (2) Europe’s dimin-
ished leverage over frontier Al companies, and (3) the geopolitical arms race incen-
tivizing both the U.S. and China. The signatory position sharpens the first of these.
The one major American developer to reject the Code outright, Meta, is also the
one with the largest open-weight programme, the distribution channel to which
the CBRN argument in Part B.I.1 is most exposed. Open model weights, once
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released, cannot be recalled by any regulator.'®® The opposite point should be con-
ceded: the Safety and Security Chapter analysed here is the only chapter xAl did
sign, so on this narrow question adherence is broader than the general picture of
resistance suggests. That concession is bounded by the feature that runs through
this Part: signing a voluntary code is not the same as being subject to an enforcea-
ble obligation.**

1 The Divisibility of AI Models
Because international companies often choose to follow the strictest regulation to
ensure compliance of their products worldwide, the AI Act and COP could govern
models outside of the EU jurisdiction.'” This de facto regulation by the EU is
known as the “Brussels Effect”.'” This effect is bolstered by the size of the EU mar-
ket. As the second-largest market in the world, frontier Al companies are unlikely
to completely remove their models from the EU and thus forego revenue from a
large market.'”? Additionally, some argue that frontier Al companies are unlikely to
develop separate models (that is, an EU-compliant model and a different model for
other jurisdictions) due to the high cost of developing Al models.'™

In the past, EU regulations have set a global standard because firms have been
unable to divert or separate their products from the EU market.'” The EU’s General
Data Protection Regulation (GDPR) became the global regulatory standard and
was adopted by giant digital companies like Apple and Google, because of the
“relative indivisibility of dataflows”.”> Modern digital businesses often handle
data from both EU and U.S. consumers on the same platforms.’”® Separating EU
citizens' data from U.S. citizens' data would be virtually impossible.'”” Thus,
companies decided to apply the EU regulation to data from citizens outside the EU
jurisdiction.’” The comparison should not be pressed too far. Where separation
has been possible, firms have separated: Meta declined to release its multimodal
Llama model in the European Union in July 2024, citing regulatory uncertainty,
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Apple withheld Apple Intelligence from the European market on Digital Markets
Act grounds, and Google released Al Overviews in the United States in May 2024
but had extended it to only eight Member States by April 2025, attributing the lag
to European regulation.'

Whether frontier Al models will be incapable of differentiation (one model for
Europe and another for the world) is unclear.’® Frontier Al companies may turn off
certain model features in Europe to comply with the Code of Practice while allowing
them to continue elsewhere.'®® Additionally, developers may release older, less
capable models in Europe while pressing ahead with cutting-edge abilities
elsewhere.'®? The potential divisibility of Al models is likely to limit the GPAI COP’s
impact outside the EU and thus have a limited effect in reducing the dangers of
powerful Al systems.

2 Europe’s Potential Lack of Leverage

Even if Al models are indivisible, Europe must have sufficient market leverage to
enforce compliance. The EU relies on non-EU countries for over 80% of digital
products, services, infrastructure, and intellectual property.*** Europe’s depend-
ence on U.S. Al infrastructure is just as stark. Europe is estimated to account for
only 7% of global compute.'®* The leading European Al company, Mistral, passed
$400 million in annualised revenue by January 2026 - a twentyfold increase that
still leaves it more than an order of magnitude behind a single American develop-
er.’® OpenAl, by comparison, reported annualised revenue of $40 billion by August
2026.¢ Europe is unlikely to be capable of challenging this lead as the talent pipe-
line and lack of investment exacerbate their problems. In 2025, 62% of EU Al post-
docs said they planned to move to the U.S. or China, drawn by larger projects,
higher salaries, and broader opportunities.’®” In 2025, 81% of private investment,
or $109 billion, went to U.S. Al firms versus only $8 billion to European firms.*®®

179 Gain, 'Meta Will Not Launch Multimodal Llama Al Model in EU', Silicon Republic, 18 July 2024, avail-
able at https://www.siliconrepublic.com/business/meta-llama-3-multimodal-ai-model-llm-eu-europe-
launch-delay; Davies, ‘Why OpenAT’s Voice Mode, Meta’s Llama and Apple’s Al Won’t Be Coming to
Europe Yet’, Euronews, 8 October 2024, available at https://www.euronews.com/next/2024/10/08/
why-openais-voice-mode-metas-llama-and-apples-ai-wont-be-coming-to-europe-yet; Kroet, 'Google's
Al Feature on Hold in Most EU Member States due to "Strict Rules", Euronews, 1 April 2025, available
at https://www.euronews.com/next/2025/04/01/googles-ai-feature-on-hold-in-most-eu-member-
states-due-to-strict-rules; cf. Siegmann and Anderljung, supra note 171, at 39-42.

180 EJLR_24-25_188718

181 Siegmann and Anderljung, supra note 171, at 39-42.

182 Crum, supra note 175, at 11.

183 Swain, 'Europe Votes to Tackle Deep Dependence on US Tech in Sovereignty Drive', Computerworld,
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Given Al's paradigm-shifting ability and Europe’s lack of home-grown Al
infrastructure, the EU will be forced to choose between adopting U.S. or Chinese Al
infrastructure.’® The EU is unlikely to transition to a Chinese Al infrastructure due
to security and human rights concerns.*® Thus, the EU may need U.S. frontier Al
companies more than such companies need the European market. This imbalance
gives U.S. frontier Al companies significant leverage and the potential ability to
skirt the EU’s regulatory regime. Indeed, frontier Al companies appear willing to
relax their own safety commitments where competition demands it: Anthropic’s
Responsible Scaling Policy version 3.0, effective February 2026, removed the
commitment never to release catastrophically harmful AL* Over the same period
Anthropic refused the Department of War’s demand for authorisation to use its
models for lethal autonomous warfare and mass domestic surveillance, was
designated a supply-chain risk in consequence, and is litigating the designation.**?
That is a firm choosing which constraints to keep under simultaneous competitive
and political pressure: a sharp illustration of the limits of self-regulation.

3 The AI Arms Race

The development of powerful Al systems will have radical consequences across
every societal domain. As with any powerful technology, Al will be applied for mil-
itary advantage. In his thorough report on the development and implications of

189 Chhangani and Kumar, What Drives the Divide in Transatlantic Al Strategy?, Atlantic Council (29
September 2025), available at https://perma.cc/GDF6-6FD7 (“At the software level, European firms
overwhelmingly depend on US-developed foundational models, cloud platforms, and Al tools
provided by companies such as Microsoft, Google, and OpenAl, reflecting the absence of a globally
competitive European alternative.”).
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Repressive Surveillance Regime', 4 Journal of Illiberalism Studies (2024) 73, available at https://www.
illiberalism.org/wp-content/uploads/2025/01/Chamila-Liyanage-Tyrrany-of-City-Brain-1.pdf.

191 Blair et al., Department of War, Anthropic, and National Security, Al Safety Newsletter No. 69, Center
for Al Safety (13 March 2026), available at https://perma.cc/U6TY-V4XU (“Competitive pressures
are creating a race to the bottom on frontier Al safety. Anthropic’s justification for the changes are
largely based on the fact that other Al companies are not going to stop development; the argument
is that, if Anthropic alone were to stick to stricter safety commitments, it would simply fall behind
other developers, while doing little to reduce overall risk. This causes a vicious cycle, as loosened
safety commitments increase the speed of Al development, which in turn incentivizes further
loosening.”); Anthropic, Responsible Scaling Policy, Version 3.0 (effective 24 February 2026), avail-
able at https://www.anthropic.com/responsible-scaling-policy/rsp-v3-0; Williams and Freund,
Anthropic’s RSP v3.0: How It Works, What's Changed, and Some Reflections, Centre for the Governance
of Al (2026), available at https://www.governance.ai/analysis/anthropics-rsp-v3-0-how-it-works-
whats-changed-and-some-reflections.

192 Congressional Research Service, Pentagon-Anthropic Dispute over Autonomous Weapon Systems:
Potential Issues for Congress, IN12669 (2026); see Anthropic PBCv. United States Department of War,
No. 3:26-cv-01996 (N.D. Cal. 26 March 2026) available at https://law.justia.com/cases/federal/
district-courts/california/candce/3:2026cv01996/465515/134/ (order granting preliminary injunc-
tion finding a high likelihood of success on Anthropic's First Amendment retaliation claim, and that
the defendants had 'as of yet failed to prove that Anthropic's conduct qualifies as a supply-chain
risk'); Anthropic PBC v. United States Department of War, No. 26-1049 (D.C. Cir. 2026) (per curiam
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ASI, Situational Awareness — The Decade Ahead, Leopold Aschenbrenner argues that
superintelligence will bring

“[M]ilitary technological advances of a century compressed into less than a
decade. We'll see superhuman hacking that can cripple much of an adversary’s
military force, roboarmies and autonomous drone swarms, but more
importantly, completely new paradigms we can’t yet begin to imagine, and the
inventions of new WMDs with thousandfold increases in destructive power
(and new WMD defenses too, like impenetrable missile defense, that rapidly
and repeatedly upend deterrence equilibria.)”**

Aschenbrenner isnotalone. In his report, Promethean Rivalry - The World-Altering
Stakes of Sino-American Al Competition, Bill Drexel writes:

“[t]he transformative potential for Al in war is difficult to overstate, with an
impact likely more significant than the advent of nuclear weapons ... Al
systems offer faster, more precise, and more strategic capabilities across a far
more expansive set of use cases ... Al will evolve novel varieties of warfighting
... that could create severe capability offsets difficult or impossible to match.”*%*

The possessor of superintelligence will not only be able to develop new, powerful
weapon systems but also build them at a rapid pace via automated robot facto-
ries.’® This presumed power of ASI, and its influence on the global strategic bal-
ance, has led both the United States and China to declare their intent to “win” the
Al race.’®

Due to the potential power of ASI, experts across disciplines, from Al
engineering to international relations, have vigorously advocated for the United
States' preeminence in the Al race.’”” Such experts argue that only through
achieving ASI first, with its decisive military and economic advantages, can the
United States ensure the survival of liberal democracy.’® These same experts argue
that a decisive American lead is not merely a strategic goal but, paradoxically, a
prerequisite for safe Al development — the theory being that only a country secure
in its dominance can afford to slow down when serious dangers arise.'*

In this context, any EU regulation that impedes the development of powerful
Al is likely unacceptable to the Trump Administration.?”® Indeed, the U.S.
government is vocal about its unhappiness with the Al Act and COP. In April 2025,

193 Aschenbrenner, supra note 5, at 129.
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196 Executive Office of the President, Winning the Race: America’s Al Action Plan (July 2025), available
at https://perma.cc/9BE8-KEF8, at 1; Webster et al., China’s Plan to ‘Lead’ in AL: Purpose, Prospects,
and Problems, New America (1 August 2017).
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the Trump Administration sent a letter to the European Commission demanding
an abandonment of the GPAI Code of Practice, viewing it as excessively
burdensome.?®* At the World Economic Forum, the director of the White House
Office of Science and Technology Policy, Michael Kratsios, called the Al Act an
“absolute disaster”.?° The U.S. refused to sign the international agreement on Al at
the global summit in Paris, with Vice President Vance describing the document as
“killing[ing] a transformative industry just as it’s taking off”.?*® In a February 2025
memo, President Trump characterized EU digital rules and taxes as “overseas
extortion” and “compromis[ing] American economic and national security
interests”.?** This pressure campaign worked with the European Commission,
“assessing changes intended to ease requirements for major tech companies”.?®

That assessment is now complete. It produced the Digital Omnibus, on which
political agreement was reached on 6 May 2026 and which Member State
representatives confirmed on 13 May 2026; it deferred the high-risk obligations
and simplified documentation for smaller providers. It did not touch the
general-purpose Al chapter, the Article 50 transparency duties or the
prohibited-practices regime. The Union deregulated at the margin under precisely
the pressure described above, and left the provisions with which this Note is
concerned exactly where they were.?*® The lack of substantive changes to the GPAI
COP indicates either a serious willingness to enforce it or that frontier Al companies
do not view it as a substantial obstacle. Either way, the reach problem examined
below is untouched.

Further, the EU’s Al regulation is unlikely to significantly burden Chinese
developers. Chinese models, such as DeepSeek and Qwen, are not widely used in
the EU market, with U.S. models commanding an 80% market share.?’” The AI Act
and the COP are correspondingly easier for the ruling Chinese Communist Party
(CCP) and private Chinese Al companies to ignore. Nor is the CCP likely to abandon
its use of Al for facial recognition, mass surveillance and social control in order to
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T54X, para. 1.
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Anadolu Agency, 8 November 2025, available at https://perma.cc/3UBW-74DP.

206 Regulation amending Regulation (EU) 2024/1689 (Digital Omnibus on artificial intelligence),
provisional political agreement of 6 May 2026, confirmed by Member State representatives on 13
May 2026; see Gibson Dunn, EU AI Act Omnibus Agreement — Postponed High-Risk Deadlines and
Other Key Changes (2026), available at https://www.gibsondunn.com/eu-ai-act-omnibus-agreement-
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comply with EU regulation.?®® Lastly, like the U.S., China sees Al development as a
strategic necessity.?® Given these factors, Chinese Al developers have little
incentive to adhere to the COP.

The COP’s inability to control Chinese Al development effectively gives the US
a further incentive to oppose these EU rules.?’? Because the Trump Administration
views the COP as a strain on innovation, and given the perceived strategic necessity
of Al leadership, full adherence to the Al Act and COP would amount to unilateral
disarmament. Given these incentives, it is unlikely that the US will adhere to the
safety and security requirements set out in Chapter Three of the GPAI Code of
Practice.

To avert the potential catastrophic disasters described in Part B.I, the EU GPAI
Code of Practice must have a global regulatory effect. Given frontier Al companies’
potential ability to adhere to the COP while rapidly pursuing ASI (via model
differentiation), Europe’s lack of Al infrastructure options, and the Al arms race, it
appears unlikely the COP will have a significant Brussels Effect. Should the COP
regulate only Al development within its borders, numerous companies will
continue to race ahead in developing superintelligence, with little attention paid to
safety. Once created, an unsafe ASI will not be confined to political borders.?"*
Without significant adherence by U.S. and Chinese Al companies outside EU
jurisdiction, the COP cannot avert an Al-caused catastrophe.

E A Solution - International Safety Treaty

The analysis in the preceding sections reveals a fundamental mismatch between
the scope of the problem and the reach of the solution. Despite the COP’s strength,
the companies most capable of producing an Al catastrophe are headquartered out-
side of Europe, governed by administrations that have publicly declared EU Al reg-
ulation an obstacle to national strategy, and operating in a geopolitical environment
that treats safety constraints as a competitive handicap.”? The best answer, one on
which legal and policy scholars across disciplines have increasingly converged, is an
international treaty binding the major Al-developing powers to common safety
standards.”®

Asdiscussed in Part D.I1.1, frontier Al companies may respond to EU regulation
by simply turning off features for European users while continuing unrestricted
development in their home jurisdictions. Unlike the GDPR, whose Brussels Effect
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derived from the near-impossibility of separating European data from global data
flows, Al models are architecturally separable.”™* A company can serve a restricted
model to European markets and a full-capability model everywhere else. A treaty
eliminates the problem entirely. If the United States and China are both signatories,
there is no regulation-free jurisdiction to escape to. The race-to-the-bottom
dynamic that currently makes safety constraints feel self-defeating is replaced by a
level playing field: every major developer faces the same requirements, and no one
gains a competitive advantage by cutting safety corners.”®

The leverage problem compounds the divisibility concern. Even if a company
cannot simply turn off EU-restricted features without consequence, Europe
currently lacks the infrastructure power to make that consequence credible. As
documented in Part D.II.2, the EU accounts for only seven percent of global Al
compute, depends on U.S. frontier models for over eighty percent of its digital Al
services, and has seen the Trump Administration openly threaten retaliatory
consequences for Al regulation.?’® A bilateral or multilateral treaty reframes the
entire dynamic. The EU is no longer a lone regulator demanding compliance from
companies that can simply threaten to leave. It becomes a co-equal party, alongside
the United States and China, to an agreement that neither great power can escape
without consequence. Europe's weakness in the unilateral regulatory context
becomes irrelevant when the major powers have jointly accepted the same
obligations.

The arms race problem is the deepest, but it too has a treaty solution. The
United States has characterized winning the Al race as a strategic national security
necessity akin to the development of nuclear weapons.”’” China has declared a
near-identical goal.?®In this context, any safety regulation that applies only to one
side is strategically disadvantageous. However, China and the United States have
shared interests in safe development of AL.?*

An agreement on the safe innovation of Al will allow the trade relationship
between the US and China to continue.?”® As Al diffuses into more products,
suspicion of imports will continue to rise.??! This suspicion will not be held solely
by intelligence agencies but by average consumers. The suspicion of foreign
Al-enabled devices could radically reduce trade.??? The battles over the ownership
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of TikTok are an early example of how difficult trade will become without trust in
the product.?”® An agreement to embed ethics and safety into every Al model allows
a thriving trade relationship to continue.

Both governments also share a fundamental interest in keeping powerful Al
out of the hands of criminals and non-state actors.??* Powerful Al without proper
safety limitations will empower the worst criminals and actors in every society.’”®
Ensuring law enforcement’s ability to keep these powerful technologies out of the
hands of criminals is surely a goal of both the United States and China. However,
without agreement between powers, bad actors will simply seek out and use the
least secure models.??® Their actions are unlikely to be confined by political borders.

Perhaps most fundamentally, both governments share an interest in preserving
their own authority. Some experts believe that the development of superintelligence
could empower the corporation above the nation-state.””” Both governments will
be driven to empower corporate actors in the pursuit of winning the arms race.
Once in the possession of superintelligence, such corporations “could launch
cyberattacks, wield political influence, or fashion new and exotic weapons to seize
power”.?”® Here again, a treaty on the proper development and safety of Al is in the
best interests of both the United States and China.

History offers a clear precedent for breaking the arms-race dynamic. In the
1970s, the United States and Soviet Union were engaged in active global
competition, including proxy conflicts on multiple continents.?”® Nevertheless,
they reached the Strategic Arms Limitation Agreements and the Anti-Ballistic
Missile Treaty, not because they trusted each other, but because both recognized
that unconstrained competition in the most dangerous domain was not in either
party's interest.”®® The same logic applies here. A misaligned superintelligence will
not observe political borders.?®* While American and Chinese policymakers may
compete fiercely for other advantages, they share a common interest in not being
killed by their own creation.

However, precedent and an appeal to shared interests alone may not be enough.
Part D established that the United States treats safety constraints as unilateral
disarmament and that China has little reason to comply with rules it did not write.
The position has hardened since: Executive Order 14365 of 11 December 2025
directs the Attorney General to establish a task force to litigate against state Al
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laws, conditions federal assistance on state legislative alignment, and requires the
preparation of a federal preemption bill.?® An administration hostile even to
domestic regulation is a harder audience for an international instrument, and a
more urgent reason to seek one.

The same incentives that doom the COP would seem to doom any treaty built
upon it: why would two parties in a declared race sign and adhere to a binding
safety agreement? The most recent evidence is not encouraging. The New Delhi
Declaration adopted at the India Al Impact Summit in February 2026 was endorsed
by ninety-one countries and international organisations, including both the United
States and China - the same United States that had refused the Paris declaration a
year earlier.”® It is expressly non-binding and contains no safety commitment
capable of constraining a signatory.®* When the two rivals do sign the same
document, it is because the document asks nothing of them.

The candid answer is not that common interest will manufacture mutual trust: it
will not, and arms-control scholarship warns that the nuclear analogy can mislead as
readily as it can instruct. There are fundamental differences: Al is a general-purpose,
easily replicated technology rather than a discrete weapon kept under government lock
and key.”®® What the Cold War record shows is narrower and more useful: rivals who
fully expected continued competition still sustained agreements when adherence could
be observed rather than trusted. The 1963 hotline and the 1972 Incidents at Sea
Agreement, concluded alongside SALT I, held not because Washington and Moscow
trusted each other but because each could watch and verify treaty obligations.”*

Verification, not trust, is what held those agreements together, and frontier Al's
reliance on physical, trackable infrastructure is what makes verification possible
here. An international Al safety body, staffed by technical experts from signatory
states and empowered to conduct independent model evaluations, could do for Al
governance what the IAEA does for nuclear nonproliferation: create a standing
regime of mandatory reporting, third-party evaluation, and binding compliance
decisions that no single jurisdiction can provide on its own.?®” Something of this kind
has begun to exist. United Nations General Assembly resolution A/RES/79/325 of 26
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August 2025 established the Independent International Scientific Panel on Al
together with the Global Dialogue on Al Governance, which first convened in the
margins of the eightieth session in September 2025 and meets annually. But the
Panel assesses and the Dialogue convenes; neither inspects, and neither can find a
provider non-compliant.?® The machinery the world has built so far is the machinery
of dialogue, which is precisely the distinction drawn here.

Scholars have proposed that compute thresholds offer a practical basis for
treaty oversight, analogous to the quantities of fissile material that trigger IAEA
inspection.” Frontier Al training runs at the scale relevant to existential risk
require massive, physically detectable infrastructure: chips manufactured by fewer
than five companies globally, power consumption measurable from the outside,
and supply chains that pass through allied nations' jurisdictions.?** The chokepoints
are specific. Extreme ultraviolet lithography systems, without which leading-edge
logic cannot be fabricated at all, are supplied by a single firm in a single jurisdiction,
and frontier accelerators are fabricated at a handful of leading-edge foundries. This
is not a hypothetical control point: the United States and its partners already
operate export controls at exactly this node, so a treaty verification regime would
extend an enforcement mechanism that exists and functions rather than invent
one.”! These verification mechanisms are meant to function under rivalry rather
than consensus.?*> Monitoring is difficult; it is not impossible.

Acknowledging the potential for verification does not settle the matter. A
determined state could still cheat, and verification at the frontier will always trail
the capabilities it polices. But the realistic choice is not between a perfect treaty
and an imperfect one. It is between an enforceable floor that both powers can
monitor and the arrangement Part D describes, in which the safety of humanity
rests on the voluntary forbearance of companies sprinting toward superintelligence.
A regime that renders cheating detectable, if not impossible, alters that calculus in
a way the COP, anchored in self-assessment and a Brussels Effect, cannot.

If the case for an enforceable treaty holds, the question becomes what to build
it from. Here, the negotiating parties need not start from a blank page. The GPAI
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Code of Practice offers a ready framework for the core technical architecture of any
such treaty. Its definition of dangerous model capabilities and propensities provides
exactly the kind of precise, technically grounded scope and definition that any
effective agreement must contain.?®® Its safety and security framework, model
reporting requirements, and lifecycle monitoring obligations demonstrate that
rigorous, detailed Al safety regulation is achievable in practice.?** The COP is not
the solution. It is the blueprint.

F Conclusion

The Safety and Security Chapter of the EU GPAI Code of Practice represents the
most serious attempt yet to govern the development of powerful Al. By requiring
providers to identify, analyze, and justify the systemic risks embedded in their
models, the Code takes a genuine step toward meaningful oversight. Its enumera-
tion of dangerous capabilities and propensities, its lifecycle monitoring require-
ments, and its whistleblower protections collectively establish a framework that is
more rigorous and more specific than anything previously attempted.

But rigor on paper is not safety in practice. The COP's voluntary architecture,
its loopholes for independent evaluation, and its vague transparency commitments
leave the most consequential decisions in the hands of the very companies being
regulated. More fundamentally, the Code will struggle to govern Al development
outside European borders and the companies most capable of producing the
dangerous models described in Part B are not European. As long as the United
States treats safety regulation as a strategicliability and China treats it as irrelevant,
the COP cannot close the gap between the world it envisions and the one it governs.
The safety of humanity will not be determined by whether Anthropic files a
thorough Model Report with the AI Office. It will be determined by whether the
engineers racing toward superintelligence, in San Francisco and Beijing, are forced
to stop when they find something dangerous. The EU GPAI Code of Practice, for all
its genuine strengths, provides no such guarantee. Civilization races forward.
Without a global Al governance treaty, the strategy, it seems, remains hope.

243 GPAI Code of Practice, supra note 8, Appendices 1.3-1.4.
244 See supra Part C.II-IV.
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