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Abstract

This article explores the integration of artificial intelligence (AI) into the legal
profession, with a focus on the role of corporate counsel. While Al offers significant
advantages in efficiency, accuracy, and cost reduction, it also presents substantial
ethical and legal risks, including bias, data privacy concerns, lack of transparency,
and liability arising from inaccurate outputs.

The paper analyses these challenges in light of attorneys’ professional duties
and examines the current regulatory landscape, contrasting the fragmented U.S.
approach with more comprehensive international frameworks such as the European
Union’s AI Act. It argues that corporate counsel play a critical role in navigating
these evolving legal requirements.

To address these challenges, the article proposes practical strategies for respon-
sible Al implementation, including internal policy development, employee training,
and ongoing compliance monitoring. Ultimately, while AI will not replace lawyers, it
will significantly reshape legal practice, requiring proactive and informed engagement
by legal professionals.

Keywords: Artificial Intelligence (AI); Legal Regulation; Corporate Counsel;
Al Regulation; Legal Ethics; Data Protection; Generative Al; Compliance; EU AT Act

A Introduction

In recent years, the notion that “Al will replace lawyers” has become a circulating
speculation.! Some were quick to agree with this statement, warning of mass
unemployment in the legal profession.? Others, more sceptical, are not so convinced
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of machines winning when competing with a “well-trained lawyer”.* While the
divide may still be large, it is clear that artificial intelligence (Al is the next technical
evolution for the legal profession to adapt to.* The unprecedented speed at which
Al-powered tools can process data opens new doors to efficiency and convenience
in the workplace and research.® However, this vast potential is met with a number
of ethical and professional challenges that will have to be addressed in order to
harness this technology for its benefit.®

A compelling illustration of the split between desired efficiency and ethical
dilemma was given in the case of Mata v. Avianca, Inc., where an attorney submitted
a legal brief containing fictitious case citations generated by ChatGPT.” The court
condemned the attorney’s failure to verify the accuracy of the Al-produced
information in their filing.® The opinion acknowledges that utilizing a “reliable
artificial intelligence tool” is not inherently wrong.® Yet it also reminds attorneys
of their duty to uphold the integrity of judicial proceedings and the legal profession.*

This article contends that while embracing the use of Al can optimize workflows
and improve productivity, it is important for the corporate attorney to understand
and adapt to emerging Al regulations in order to ensure compliance with legal and
ethical boundaries. Section 2 will introduce the concept of Al and the opportunities
it brings to the legal profession. Section 3 will address the ethical and legal risks that
must be considered when corporate counsel or their employer decides to integrate
Al applications into their operations. Section 4 will establish a better understanding
of the legal framework currently in place on a national and international platform.
Finally, Section 5 discusses ways in which the corporate attorney can proactively
contribute to the efficient integration of Al applications within their organization
and safeguard their employers from potential legal repercussions.

B Overview of Al in the Legal Profession

I WhatIs AI?

Al is a technology that is developed to allow computers or other machines to
mimic human capabilities such as learning, problem-solving, creativity or
decision-making.'* Three key concepts utilizing this emerging technology are (1)
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machine learning, (2) neural networks and (3) generative AL*> Machine learning
is an application of Al that speaks to a system’s ability to identify patterns, learn
from data and uncover connections through the use of algorithms.*® Its ability to
process a large amount of data in a very short time, often in real time, makes it
the perfect application for self-driving cars, fraud prevention or detection and
online recommendation offers.™ Neural networks are modelled after the human
brain and are ideally suited for resolving complex, real-life problems.'* It does so
by drawing inferences and making generalizations based on predictions and
input-output information.'® Neural networks can aid in the improvement of
decision-making in areas like financial predictions, voice recognition and process
optimization.'” While both machine learning and neural network applications
have been around for decades, generative Al saw its “boom” in more recent history.*®
This form of Al can generate content based on prompts, and results include words,
sounds and images.' Compared to machine learning and neural networks, this
technology goes beyond predicting and instead generates new data.?’ A key
component of generative Al is large language models (LLMs) focused on text
generation.?! These models are trained on large amounts of data and, while not
understanding the words, can act like computerized brains generating human-like
output.”?> Most people may have experienced generative Al through the use of a
chatbot such as ChatGPT or by communicating with a virtual assistant for cus-
tomer service purposes.” However, the applications of generative Al span much
wider and can be found in uses such as supply chain optimization, improvement
of emergency response services or testing of pricing models for insurance or
banking purposes.”

II Al and the Legal Profession
Ashasbeen shown, the reach of Al is ever-expanding and will undoubtedly continue
to impact the legal profession. As the judge in Mata noted, the use of reliable Al
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tools is not inherently wrong.” In fact, properly utilizing Al tools can be highly
beneficial to lawyers in several ways.?®

Firstly, using Al applications could save time and improve efficiency. During any
given day, lawyers can encounter a vast amount of data, which can be overwhelming,
tedious and time-consuming to work through.?” Al can analyse this large amount of
information much faster than humans.?® An example of this time-saving is illustrated
in JPMorgan’s use of the Al-powered program “COIN”, which is used to interpret
commercial loan agreements.?? What used to take 360,000 lawyer-hours is now
accomplished in seconds.*® Furthermore, Al is much more proficient in streamlining
repetitive tasks and ensuring improved accuracy of documents.*! This accuracy may
show itself in properly defined terms and consistent use of them throughout a
document or in identifying missing clauses that might be critical to the drafting
process.* Additionally, when conducting legal research, Al can be useful in finding
cases with similar issues or fact patterns almost instantaneously, whereas traditional
research methods may take multiple hours.* In fact, some companies or law firms
may already deploy programs such as “Lexis + AI” or “Westlaw AI”, which both rolled
out in 2024.%* Westlaw Al utilizes Al technology that can compare document
contents, create event timelines and produce draft materials such as deposition
questions or client emails.®® Both programs can answer legal questions and
summarize information based on research within their respective databases.®® The
time saved in these instances reduces stress and allows lawyers to be more productive
with other tasks that, in fact, require human interaction.*”

Secondly, implementing Al can improve the quality of work in a multitude of
ways. Unlike humans, technology does not tire, get distracted or otherwise lose
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focus.* This allows Al to quickly catch simple mistakes such as spelling or grammar
and also enables programs to review documents more comprehensively and identify
issues in document organization, cross-referencing and the consistent use of
language.®* An example of this can be seen in the use of Bloomberg Law’s Draft
Analyzer, which uses a number of machine learning models to improve the draft
language of documents and provide attorneys with amore readily accepted agreement.*

Lastly, the time savings and improved efficiency translate to cost savings.
Reducing the hours a legal professional spends on mundane and repetitive tasks
frees up time to work on higher-value work,* such as advocacy and negotiations,
areas in which AT still falls short.*? Besides changing how work hours can be more
efficiently used, the use of Al can be a tool to bridge the justice gap by bringing
access to legal services to low-income communities.®® A demonstration of this
opportunity was made in London and New York, where the use of the chatbot
“DoNotPay” allows users to contest parking tickets.** Within the first 21 months of
use, this technology won 160,000 cases, saving users more than $4 million in fines.*®

Looking at these benefits through the lens of the role of in-house or general
counsel, Al allows legal teams to focus on strategic decision-making, regulatory
compliance or business growth while saving time and costs through streamlining
and automating repetitive and more mundane tasks. Specifically, corporate legal
counsel might see Al applied in drafts for lower-liability contracts, such as
Non-Disclosure Agreements,* or in the interpretation and review of loan
agreements.*” Bottom line, through the ability to quickly process the vast amount
of information legal teams might have to work with, Al allows attorneys to use
their own data much more functionally to complete everyday tasks.*

C The Challenges and Risks of Al

While Al can significantly enhance efficiency and save time, it also presents a range
of challenges and risks that must be carefully considered and responsibly managed.
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Concerns regarding bias, data privacy and tort or product liability are serious risks
that attorneys or their employers will need to prioritize when navigating tools
based on Al technologies.

I Ethical Risks

Using Al in the legal profession introduces complex ethical risks, particularly con-
cerning bias, data privacy and transparency. Al technology, generative Al in par-
ticular, is trained by exposure to large information pools.*’ This exposure enables
generative Al models to generate output that resembles human-created work rath-
er than the product of a computer.”® However, through this training, the system
may inherit bias from the data presented, potentially leading to unfair and discrim-
inatory outcomes.* This discrimination may range from stereotyping classes to the
denial of legal help to certain racial or demographic groups.®? An example of bias in
machine learning can be shown by taking a look at the software COMPAS, which
was used in the United States to evaluate how likely a criminal defendant was to
commit another offence.” The system was found to be strongly biased against Black
Americans, predicting a higher likelihood of re-offence for members of this group.**
At the same time, COMPAS falsely forecasted the opposite for white defendants.*®
Exposure to biased decision-making through the use of Al processes can result in
liability under discrimination statutes for both employers and attorneys.

Further, the collection of large amounts of data required to make Al systems
fully functional presents an ethical challenge, as access to sensitive data may be
required.>®

One of the fundamental duties of an attorney is to protect a client’s data and
maintain the attorney-client privilege.”” Since the output of any Al technology
relies on the information it was provided, systems utilized in the legal field may
need access to client information in order to deliver the benefits they can offer.*
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This access may open the doors to tremendous harm if delicate information is made
available to someone who is not intended to receive it.>

Additionally, the way Al technology operates makesitsinternal decision-making
process difficult — if not impossible - to fully understand or explain, resulting in an
obscure view of the process for many.®° This lack of clarity earned Al systems the
label of “black boxes”, as verifying input sources for generated output results may
be impossible, creating a decision-making process that is difficult to follow.5
Transparency is essential in building user trust and ensuring the ethical use of a
program.5 This is particularly important considering that outcomes within the
legal system can directly impact an individual’s rights and due process. In situations
where human decision-making is increasingly replaced or supplemented by Al,
unresolved questions of accountability emerge in cases where harm occurs.®
Specifically, the question of who is to carry responsibility in those instances could
be difficult to answer.

The risk brought about by a rather cloudy decision-making process is well
illustrated by the example of COMPAS, the system utilized to assess a defendant’s
risk of reoffending. Although the decisions resulting from the use of the program
played a role in sentencing, parole or bail decisions, the nature of the software
prevented defendants and legal professionals alike from fully understanding the
reasoning behind it.®* This resulted in the justice system placing significant weight
on an algorithm that lacked transparency and, with it, meaningful opportunities to
challenge legal processes and outcomes, which ultimately turned out to be
erroneous. Such situations raise concerns about the potential for unfair
decision-making and unjust sentencing and may even place the legitimacy of the
judicial process itself at risk.

Viewed from the perspective of the legal profession, this opacity can cause
serious concerns regarding attorney competency. Clients might question whether
their attorney exercised sound professional judgment when relying on technology
that the attorney does not fully understand. Besides the expectations placed on
them by their clients, lawyers have an ethical obligation to understand the risks
and benefits associated with technology before using it.®® This concept is directly
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reflected in an attorney’s duty to provide competent legal representation, as
outlined in the American Bar Association Model Rule 1.1.%

IT  Legal Risks for the Legal Profession
Besides its ethical complexities, Al technology brings with it an array of legal risks,
some impacting the legal profession more than others. Many of the legal issues
faced are intrinsically tied to the ethical concerns already discussed. Protection of
confidentiality is one such example as access to sensitive data can be viewed as
unethical by some, but a breach of confidentiality could violate privacy laws and
quickly become a legal problem.®” An unintentional sharing of sensitive client data
could quickly happen when legal professionals utilize generative Al to answer a
specific legal question or draft documents and enter facts specific to a matter into
the system.®® As the systems are trained by utilizing the information they are pro-
vided, this input could easily be returned to a different user of the same platform,
which is likely in direct violation of the attorney’s obligation.®

In addition to the chance of violating privacy laws, the use of Al technology can
infringe copyright laws. The output of Al models can be a verbatim reproduction of
copyrighted material if that information was part of the data submitted to the
system during training.” This would present a violation of copyright laws, even if
the legal professional asking Al a question is completely unaware of it.”* While the
user asking the question may not be held legally accountable for this violation, this
may raise some of the ethical concerns associated with the utilization of Al
technology, such as transparency and fairness. However, legal repercussions are a
very real consequence for legal professionals plagiarizing work that was authored
by someone else.” This holds true whether an attorney relied on Al for answers or
arrived at them through traditional legal research pathways.” As it is often difficult
to trace the source of Al-generated output, information may be put forth without
the significant modification needed or the credit due to avoid a text being considered
plagiarized.”™ This could result in legal consequences, whether the attorney
intended the plagiarism or not. Sanctions could also be imposed for utilizing false
information altogether, which could happen when incorporating so-called Al
hallucinations.” These hallucinations occur when Al provides a user with
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information that contains false or misleading materials.”® This situation was
illustrated in the Mata case, where non-existent cases were cited in documents
submitted as part of a legal proceeding.”” Found to be in violation of the Federal
Rules of Civil Procedure and Rules of Professional Conduct, the court imposed
sanctions that included a $5,000 penalty.”™

Lastly, lawyers may find themselves in the middle of a malpractice suit for
violating either their ethical obligations to their clients or for placing themselves in
a legally compromising situation.”

To summarize, there are numerous ways attorneys may feel the impact of
violating laws due to the involvement of Al, intentionally or not. Sanctions and
reprimands under the Federal Rules of Civil Procedure or a court’s inherent powers
are ways legal representatives may be held accountable. However, as attorneys
must comply with their ethical duty of competence, misuse of Al tools may bring
with it malpractice claims and civil claims.

III Legal Risks to Consider for an Employer

While there are several risks any lawyer will have to watch out for when utilizing Al
systems, in-house counsel will want to be aware of several additional risks that may
be faced by the company they represent.

Employers using Al systems to analyse resumes or personal information
relating to candidates, such as information stored on social media or public
databases, need to be mindful of the bias that may be inadvertently introduced by
the technology.?’ Not only may Al unfavourably assess age or gaps in employment,
but it may also return personal details that employers cannot legally ask about.®
So, while HR departments may utilize Al to analyse data and help with hiring and
firing decisions, companies will have to ensure that this assistance does not
ultimately lead to unfair or discriminatory outcomes.?? Additionally, accessing and
viewing personal, possibly confidential, information may expose an employer to
litigation for violation of privacy rights.®® This risk can be amplified when
technology is improperly implemented or monitored, leaving room for data
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breaches.® Furthermore, a business could violate consumer laws by using Al to
leave fake reviews on products and services offered.®

Lastly, companies risk violating copyright laws when implementing Al to
streamline processes for the same reasons a lawyer might find themselves in this
position.® If material utilized to train the particular Al model in use is considered
protected and is reused without a licence, employers could open themselves up to
legal consequences. For example, infringement claims or lawsuits based on
unauthorized use may be brought by other parties based on their intellectual
property rights.®” Ultimately, an employer cannot use the deployment of generative
Al as a defence to a claim brought in violation of these laws.®

Beyond purely utilizing Al to be more efficient, businesses that integrate Al
into their products or develop Al systems must be mindful of potential risks and
ensure the responsible use of the technology. A crucial step in the development of
Al models is their training, where the system is provided with the vast amount of
data it requires to ultimately perform. This training process can cause significant
intellectual property concerns when developers utilize materials over which
someone else has legal ownership. In New York Times v. Microsoft, this issue became
clear, as both Microsoft and OpenAl allegedly used copyrighted works to train
their LLMs.*® The copyrighted materials entered were then easily recalled by users
entering question prompts into the finished Al system. In addition to trouble with
copyright infringement, the recall of the material bypassed paywalls, which was
alleged to unfairly compete, a violation of consumer laws.”® The access allowed
users to receive registered written materials and reuse them without holding a
licence to do so0.%

Also, in instances where an Al-driven product causes harm, companies may
face lawsuits under tort or product liability.” This may be best illustrated through
the use of Al in self-driving cars. When an accident occurs that does not involve a
vehicle utilizing Al, a negligent party may be found who is held liable for the
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damage that has been done.” However, if the accident occurs due to a failure of the
Al software relied upon in self-driving mode, a manufacturer opens itself up to
product liability suits.**

Bottom line, businesses and their counsel may face liability and sanctions
when not in compliance with ethical and legal guidelines pertaining to the use or
development of Al

D A Brief Analysis of the Current Legal Framework

I Federal Approaches to Regulating Al Use

As of now, the United States lacks a comprehensive federal law that is specifically
focused on regulating the use and development of Al technology.” Currently, the
federal approach to regulating Al is more fragmented and designed to address both
driving innovation and mitigating potential risks.”® The process of arriving at a
federal law governing Al is generally complicated by differing approaches with each
change of administration.”” These differences are easily demonstrated by a look at
the steps taken under recent presidents targeting the regulation of Al technology.
In 2020, during Donald Trump’s first term as president of the United States, he
introduced the National Artificial Intelligence Initiative Act of 2020.% Among oth-
er directives, the act was designed to advance Al research and development “to
ensure American leadership in the field”.*® After the election of President Biden,
he signed an Executive Order titled “Safe, Secure, and Trustworthy Development
and Use of Artificial Intelligence” in 2023.* This order was aimed at ensuring the
ethical use of Al and regulating Al risks.'** Additionally, former President Biden
proposed the Al Bill of Rights, which, amid rapid Al developments, sought to safe-
guard American core principles such as civil rights and democratic values.** In Jan-
uary 2025, shortly after his election, current President Donald Trump signed a
different Executive Order titled “Removing Barriers to American Leadership in
Artificial Intelligence”, which revoked any previous directives considered “restrictive
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to Al innovation”.’® This Executive Order, in contrast, is primarily geared towards
driving Al innovation and promoting economic competitiveness in this area of
technology.** This illustration of the tug of war created by the contrasting beliefs
and priorities in the American two-party system shows just how difficult it is to
achieve a consistent and cohesive federal approach to AL'*

While there is no comprehensive federal Al law, other federal laws are already
designed to deal with some of the risks inherent in the use of AL'% For example,
California company Hello Digit, LLC was fined $2.7 million USD for violating
consumer protection laws through a faulty Al algorithm that resulted in
unnecessary overdraft fees charged to its customers.'”” Another example is the
imposition of a $365,000 fine for a China-based company after it was found to be
in violation of the Equal Employment Opportunity Act for age discrimination
caused by the Al hiring software it utilized.'®® Further, the Securities and Exchange
Commission (SEC) has pursued cases where companies materially misrepresented
the performance of their Al models as a form of securities fraud, classified as a
“manipulative or deceptive practice” under Rule 10b-5.2%

While there has been no creation of a binding body of law, the National
Institute of Standards and Technology (NIST) has developed a risk-based
framework titled “The Artificial Intelligence Risk Management Framework”
(AI RMF)."° Using this framework is completely voluntary and not sector-specific,
providing a great deal of flexibility to those organizations or individuals choosing
to follow the RMF as guidance.'** The goal of this document is to aid companies
that are “designing, developing, deploying or using Al systems” to operate in a
responsible and trustworthy manner while dealing with the risks of AL.**? There are
four core functions served by the RME namely to govern, map, measure and
manage Al risks.™® These functions are intended to be performed in an ongoing
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fashion throughout the Al system lifecycle and are aimed at reducing the potential
risks of Al systems while also enhancing their benefits.*** To provide step-by-step
guidance on the implementation of the guide outlined in the RME, the NIST has
created the Al RMF playbook.'*® Included in the playbook are practical tools and
examples to better achieve the intended outcome of the four core functions in the
RMF and ultimately arrive at a trustworthy Al implementation.**¢

While Al technology continues to evolve and until solid legislation develops at
the federal level, relevant legislation is starting to emerge from individual states.

I Indiana’s Legal Approach to Al

Indiana has not yet passed a blanket regulation pertaining to the use of Al within
the state. However, the state did enact Senate Bill 150 into Public Law 108 in March
2024, which is geared towards Al use within state agencies.''” The law triggered the
creation of an Artificial Intelligence Task Force, which was asked to study and as-
sess how state agencies use Al technologies.!® As part of its evaluation, the task
force is to consider the risks and benefits of the use of Al by state agencies and take
into account how the rights and interests of Indiana residents might be impacted.*
Building on the foundational steps of what is now Public Law 108, the Indiana Ar-
tificial Intelligence Policy was published in December 2024.*%° The policy, operating
within the same scope as the Artificial Intelligence Task Force, mandates that any
state agency activity that includes Al technology must follow the guidelines set
forth in the NIST AI RME™ Doing so provides structure in the approach to imple-
menting the details outlined in SB 150. Further, the adoption of the NIST frame-
work shows the commitment of the State of Indiana to proactively manage Al with
national best practices in mind.

Although the Indiana Artificial Intelligence Policy primarily applies to state
agencies, there are significant practical implications for private companies,
in-house counsel and external partners contracting with the state. Companies
defined as “external partners” under the policy are subject to direct oversight and
could face potential penalties.’ To avoid negative consequences, partners and
in-house counsel must ensure that the Al systems provided align with the state’s
ethical and efficient use standards.®® Proactive documentation and a renewed
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focus on aligning risk management will become a necessity in order for corporate
counsel to ensure these new standards are met by their organizations.™*

While there are no currently existing laws that regulate the use of Al in the
private sector, there are existing laws, such as those pertaining to intellectual
property or contracts, that are being applied to AL'? As other states implement
regulations and guidelines that are being developed internationally, one cannot
exclude the possibility that Indiana will regulate Al use within the private sector.

Il International Al Regulations

As Al continues to rapidly evolve, the United States is not alone in its endeavour to
regulate this technological marvel. Both Europe and Asia have emerged as key
players in Al oversight, each differing in their approach.

1  Europe
In August 2024, the European Union entered into force what is considered the
world’s first major legal framework on AL'?® The so-called AT Act provides Al devel-
opers and users with clear requirements and obligations to protect the health, safe-
ty and fundamental rights of its citizens.*” The legal framework set forth by the Al
Act is applicable to all countries that are part of the European Union.*?® By adopt-
ing a risk-based approach, the AI Act categorizes Al systems into four different
levels and provides varying regulatory requirements for each.'® Namely, these cat-
egories consist of (1) unacceptable risk, (2) high risk, (3) specific transparency risk,
and (4) minimal or no risk.™°

Under the unacceptable risk category, all systems considered a threat to
fundamental rights are banned as of 2 February 2025.'3' Applications banned
under this category include things such as social scoring, biometric identification
of people or cognitive behaviour manipulation, which could be seen through
voice-activated toys encouraging dangerous behaviour in children, for example.**

Areas such as healthcare, recruitment, education or law enforcement could
find themselves categorized as high risk if the intended purpose of utilized Al
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systems poses a risk of harm to the health and safety or fundamental rights of a
person.’® These systems are subject to strict requirements, including action steps
pertaining to risk mitigation'* or human oversight.'®

The specific transparency risk category includes systems such as chatbots and
requires that users be informed that they are interacting with a machine; any
Al-produced content must be labelled as such.’* Lastly, Al systems that pose no or
minimal risk are not subject to rules under the Al Act, whereas companies might
voluntarily adopt a code of conduct pertaining to their use.**

Eventhough the Al Actfollowsarisk-based approach, the drafters acknowledged
the importance of following seven non-binding ethical principles developed by an
independent group of experts titled the High-Level Expert Group on Artificial
Intelligence.’® These principles include factors such as non-discrimination and
fairness, transparency and human agency and oversight and are intended to ensure
a trustworthy and ethically sound Al system.***

Not a member of the EU, the United Kingdom is not bound by the Al Act.
However, the Al Act has extraterritorial reach, which impacts entities beyond the
borders of the European Union - including the UK. The extraterritorial
application impacts those present in the EU and those located elsewhere looking to
trade in the EU or market an Al product that may be used within the EU.*
Compared to the legally binding Al Act, the UK is currently following a more
self-regulatory model, prioritizing Al safety and existential risk.**? While there is
no formal regulation surrounding Al in place in the UK, the country is working on
a framework to ensure the safe and ethical development of AL

2 Asia
While the EU presents a comprehensive, risk-based approach through its Al Act,
Asia’s strategy for regulating Al looks more diverse, reflecting regional differences
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in politics, policies and laws.*** While the standard in most Asian countries has
been deemed “soft regulation”, many are moving towards “hard regulation”
instead.'*® In the context of Al governance, “soft regulation” is signified through
ethical guidelines and national strategies.™*® However, “hard regulation” includes
the implementation of specific laws on AL’

For example, China might be the next runner-up to introduce comprehensive
Al regulation. In 2017, the country launched the Next Generation Al Development
Plan, with a goal of propelling China to world leadership in Al innovation by 2030.14¢
The plan was followed by the Global Al Governance Initiative, introduced in 2023.14°
Aimed at promoting norms and standards, the initiative closely adheres to China’s
drive for a leading position in Al governance.*® While the country is striving for a
largerglobalinfluencein thissector of technology regulation, Chinais complementing
its evolving Al policies with various other regulations to mitigate the risks associated
with AL Overall, the country values strong state involvement and integration of
national policies, which are all designed to enhance competitiveness and heighten
the influence China has on the international Al stage.**?

Additionally, South Korea has legislation pending that would require providers
of Al systems to designate an “in-country representative” to ensure compliance
with regulations pertaining to safety.’ The rule is part of “The Act on the
Development of Artificial Intelligence and Establishment of Trust” (AI Basic Act),
which is in part influenced by principles of the EU AI Act.* However, unlike the
European approach, the South Koreanlegislationis viewed as beingless prescriptive,
providing more flexibility around enforcement.™® South Korea’s Al regulation will
carry with it certain labelling requirements for Al content and sets of requirements
based on a few different Al categories and their intended use.*® Lastly, there is a
desire to control issues with deepfake content, which has been a key concern for
law enforcement in South Korea."’

Other Asian countries, such as Japan, Singapore, Indonesia or India, have
created national policies on Al, which are often influenced by existing internet
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governance regulations within the same countries.’® Namely, countries following
government-centric internet legislation implement similar approaches to regulating
Al and the same can be said for those countries following multi-stakeholder models.**®

In summary, it is evident that several countries in the world share similar
goals: to get the most out of Al technology while also mitigating various risks that
come along with these systems. Open dialogue and cooperation between various
regions of the world may become more crucial in developing responsible Al
governance as the technology continues to evolve and take shape.

E Being Proactive as Corporate Counsel

As Al is starting to play a bigger role in day-to-day workflow and business opera-
tions, the role of corporate counsel in ensuring Al compliance has become incredi-
bly important. In-house attorneys and corporate counsel find themselves face to
face with navigating a rather complex legal landscape to safeguard themselves and
their organizations from potential liability in the wake of Al implementation.
However, there are several things that, if executed properly, can help make the
transition a safer one and ensure long-term paths to adherence with emerging leg-
islation.

I Personal Considerations

As in-house or corporate counsel integrate Al systems into their daily workflow,
understanding the potential risks associated with Al is a must. Not only is there an
ethical and legal requirement to competently represent a client (or organization),
but the ABA Model Rules require “the legal knowledge, skill, thoroughness and
preparation reasonably necessary for the representation”.**® According to Com-
ment 8 of Rule 1.1, keeping up with changes in “relevant technology” is a necessity
to fully comply with the objectives of Rule 1.1.16* To observe this regulation, attor-
neys should understand the technology they are working with and have knowledge
of the limitations of AL*? As was illustrated in the Mata case, Al may not always
provide accurate or even existent information. The court’s reasoning in Mata fun-
damentally warned of the gatekeeping role of attorneys, particularly when Al takes
part in the preparation of documents. Blindly trusting Al output has the potential
to cause significant harm, including compromising the quality of work put forth by
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legal professionals.’®® As such, reviewing Al-produced work is important, which
may include independently researching the information provided by AL*%* In addi-
tion to monitoring the output provided by Al the corporate attorney will need to
be mindful of the information entered into the system in the first place. Introduc-
ing sensitive or privileged data into the system could foster unauthorized access
and, as such, should be avoided or safeguarded against.'®® This is particularly
important when considering the attorney’s duty to maintain confidentiality.**®

I Considering the Needs of an Employer
While any attorney will need to ensure the ethical and responsible use of Al if it is
something integrated into their workflow, in-house and corporate attorneys have
additional elements to consider. During any given workday, their concern regard-
ing liability is not limited to their own but includes that of the organization they
represent.

Proactive counsel can take deliberate steps for their organization to take full
advantage of the benefits brought on by Al systems while ensuring compliance
with ethical guidelines as well as local and international legislation.

1. Meet the Employer Where They Are
The first question that a corporate attorney may have to answer is whether their
employer condones the use of Al technology by their employees. Concerns about
safety, the ethics of Al or the cost of implementation might be holding companies
back from utilizing the technology.'*” Bringing in Al systems might require chang-
es within the company structure, which an organization may not be ready for.'¢
Additionally, an employer may not feel equipped to take on additional expenses
associated with maintenance or training to safely utilize AI.** Attorneys should be
mindful of these situations and take the necessary steps not to exceed the comfort
and boundaries set forth by the company they work for.

However, with the benefits presented by Al, incorporating the use of such a
system may still be very mutually beneficial to both the employer and the attorney.
As such, the legal representative of any given company may play a vital role in the
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introduction of Al to the organization or assist the company in adhering to legal
and ethical guidelines if Al is already in play. Evaluating what a company truly
needs could be helpful in determining where they could benefit most from utilizing
an Al system compared to traditional technology or if improvements could be
made without bringing the new technology on board.'”® Some employers may be all
about immediately bringing on the newest technology on the market, while others
are more careful in evaluating what would serve their company, their employees
and their customers most. The corporate attorney should meet their employer
where they are while educating them on the risks and benefits along each step they
choose to take.

2. Establish an Al Policy

Any company contemplating the use of Al, or having already taken the step to
implementation, may benefit from the creation of a company-wide Al policy, care-
fully crafted by its legal department. Comprehensive guidelines will not just set
the floor for employees utilizing Al at work but also allow an in-depth look at the
impact the use of Al may have on clients, customers or third-party vendors the
organization interacts with.'”* There should be a very clear definition of what con-
stitutes an acceptable use of Al within the organization and what applications of Al
would not be approved. The policy should outline the procurement of the Al sys-
tems utilized and a plan to monitor the use of said programs.'”> Additionally, the
guide should detail the use of sensitive information in conjunction with Al and
how to proceed in case of a data breach or other security concerns.'” This could
include the accidental disclosure of confidential information or issues with intel-
lectual property use, such as copyright infringement.’” The strategic placement of
an Al policy can aid in the safe adoption of Al in the workplace while minimizing
disruption and continuing to highlight how the use of Al aligns with the objectives
of the employer.’” Lastly, the policy should provide procedures for regular auditing
and accountability to ensure continued compliance.’”® A well-rounded AI guide
that considers the company’s needs most accurately is best put together by includ-
ing the inputs of a multitude of departments or agents within the organization.*”’
Designating an individual or a group of people tasked with reviewing and adapting
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the Al policy could be a vital step in keeping this guide updated. This leader in company
AT policy would be responsible for monitoring regulations, trends and technology to
align any documentation pertaining to Al use within the organization accordingly.*

3. Review of Other Company Policies and Contracts
While any new policies drafted will have to provide for the involvement of Al (if
present), any already existing company policies or contracts should be reviewed
and possibly revised to account for the impact of the new technology. For exam-
ple, if the HR department relies on Al software to aid in their hiring decisions,
corporate counsel would want to ensure this is done without potential bias to
avoid potential legal consequences. Further, some jurisdictions may require an
employer to communicate to potential hires that Al is used to screen candidates
and make automated decisions pertaining to applications.'” Incorporating
communication requirements or oversight procedures into existing company
policies establishes guidelines for employees to follow and safeguards the com-
pany from potential liability. Additionally, to mitigate concerns pertaining to
safety or lack of transparency, corporate counsel may need to consider commu-
nications with customers or clients or review contracts with third-party vendors
- even if not required by law. Disclosing the use of Al in processes throughout
the organization and being transparent about the safeguarding measures imple-
mented to protect all parties involved fosters mutual trust between the
contracting parties.'®

Reviewing existing documentation and contracts may also bring to light that
vendors are already utilizing Al in their own workflow. This knowledge could create
an interest within an organization to review the vendors’ security safeguards
pertaining to the use of AL*#! This is particularly important when sensitive data or
intellectual property is tied up in the dealings to ensure that privileged information
is treated with the highest priority. Additionally, corporate counsel may want to
investigate how their insurance policies are impacted by the use of Al and what
coverage may look like when the operation of this technology creates a liability.*®?
These reviews should happen periodically as Al laws and regulations continue to
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evolve in different jurisdictions to ensure compliance of the organization with the
most current body of law.

4. Provide Training and Increase Awareness

While Al has the potential to provide a number of benefits to legal departments, it
is not unlikely that Al tools are utilized in numerous different ways throughout a
company. For example, perhaps the finance department decides to utilize Al to
strategize, sales and marketing may harness the technology to change customer
interaction, and IT could put Al to work in several applications. Integrating the
responsible use of Al into existing training procedures and manuals is a necessary
step to keep expectations clearly communicated and ensure that all users are aware
of the risks that might be experienced.’® Training should clearly describe which
applications of Al are considered permitted for use within the company and what
steps are to be taken to protect confidential information.'** Further, any training
needs to explain in detail how to recognize any problems that could arise and
review established reporting mechanisms to ensure the execution of timely
mitigation.'® By providing proper Al training to employers and employees, users
will not only be able to identify risks but also recognize opportunities and leverage
them to maximize the potential of Al.

5. Assess Internet and Data Security Protocols

If a company decides to utilize Al in any of its processes, corporate counsel should
consult with the company’s IT department to discuss the state of security meas-
ures currently deployed. The number of cyberattacks is increasing, and protecting
data from unauthorized access must take the highest priority.’® Data will need to
be secured throughout its entire life cycle, from collection to storage, in compliance
with data protection regulations and any relevant Al guidelines.’®” Not taking nec-
essary cybersecurity steps can cause significant harm to a company’s reputation or
trigger financial losses.'®® Corporate counsel may find it helpful to consult with
legal experts outside of their organization to get a better understanding of the legal
considerations that have to be taken into account based on the specific needs of
their employer.'®® Having a solid internet safety protocol will not just protect the
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employer but could also put vendors and consumers at ease that any sensitive
information that may be exchanged and run through Al is properly protected.

6. Keeping Up with Legislation

Keeping up with the current status and changes in Al legislation is critically impor-
tant for in-house and corporate counsel. Al laws and regulations are still rapidly
evolving on the state, federal and international levels.’ Besides the ethical duty
imposed on attorneys to keep abreast of changes in the law, in-house counsel will
need to safeguard their employer from penalties that could result from
non-compliance, even if accidental. In addition, the failure to keep up with current
Al legislation may be viewed as a deficiency in legal representation.'*

Companies operating internationally or marketing an Al product that may be
used in multiple states or abroad are particularly reliant on their counsel to ensure
compliance with all relevant laws. The EU AI Act or certain Al regulations in Asia
will need to be followed if Al services are provided there, even if the company itself
is not located on either continent.' Keeping up with relevant Al laws depends on
the use of the technology within an organization and whether Al is developed or
incorporated into a product marketed by the company. Either way, only current
legal knowledge will allow the corporate attorney to properly advise their corporate
client and fulfil all the duties they have to the employer.

F Conclusion

Will Al take over the jobs of attorneys or in-house and corporate counsel? In my
opinion, it will not. However, as Al continues to transform industries across the
globe, the legal profession will see changes to its daily operations and may be faced
with Al as their employers try to profit from the new technology. This brings with
it the challenge for attorneys to be comfortable with Al and to ensure its ethical
and safe use by themselves and their employers. The numerous benefits offered by
Al technology, if they can be safely harnessed, can positively impact daily opera-
tions. However, using Al may come with significant risks that must be safeguarded
against by in-house and corporate counsel. Attorneys working for organizations
play a key role in keeping their employers compliant with a rather fragmented and
ever-changing body of Al legislation. By embracing a proactive and ethical
approach to Al implementation and development, in-house counsel can guide their
organizations through the complex innovation that is Al
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